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Bitcoin info

• Bitcoin ws the first decentrlized cryptocrrency with no need
for  trsted centrl thority.

− Previos work: Pricing fnctions of Dwork nd Nor [1992],

MicroMint of Rivest nd Shmir [1996], Hshcsh of Bck

[1997,2002], Szbo’s bit gold [1998], Krm by Vishnmrthy,

Chndrkmr, Sirer [2003].

• ntrodced in the 2008 pper “Bitcoin: A Peer-to-Peer Electronic
Csh System” by Stoshi Nkmoto ( psedonym).

• Relesed s open-sorce code in 2009; first block: 9, Jn 2009.

− Nowdys there re more thn thn 800,000 blocks.

• The totl nmber of bitcoins will not exceed 21 million nd this
limit is expected to be reched rond 2140.

− Nowdys there re more thn 19 million bitcoins in circltion.

− The smllest denomintion is the stoshi, eql to 10−8 bitcoins.
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Bitcoin:  soltion to two problems

• Bitcoin ws the first decentrlized cryptocrrency, with no need
for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd well-
stdied problem in distribted compting, the consenss prob-
lem.
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• Bitcoin ws  fresh soltion t n old, fndmentl, nd well-
stdied problem in distribted compting, the consenss prob-
lem.

Forml nlysis

• A forml description of the model in which the problem nd its
soltion cn be described.

• The properties tht  sggested soltion shold stisfy.

• A forml description of the protocol.

• Proof tht Bitcoin bckbone indeed hs the desired properties.
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The model

• Synchronos model.

− Time is discrete nd divided in ronds.

− Globl clock: rond nmber is common knowledge.

− All messges get delivered in the next rond.

• A nmber of honest prties n nd n dversry tht controls t
prties.

− Honest prties ct independently.

− Prties controlled by the dversry collborte.

• Prties commnicte by brodcsting  messge.

The dversry cn:

− inject messges into  prty’s incoming messges.

− reorder  prty’s incoming messges.

• Anonymos setting: prties cnnot ssocite  messge to 
sender; they don’t even know if two messges come from the
sme sender.
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Wht is not in the model

• Honest prties losing messges or becoming eclipsed or be-
coming nble to know the crrent time.

− Prties experiencing sch isses re fctored into the dversry.

• The honest prties’ incentives.

− On the other hnd, dversril prties wish to inflict the worst pos-

sible dmge independently of tility.

• An dversry with compttionl power tht even on occsion,
exceeds tht of honest prties.

• Attcks tht exploit specific weknesses of the nderlying cryp-
togrphic primitives.

[We will se idelized versions of hsh fnctions nd digitl sig-
ntres].
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Hsh fnctions

A cryptogrphic hsh fnction is  deterministic lgorithm

H : {0,1}∗ → {0,1}κ

with the following properties.

• Preimge resistnce: Given y ∈ {0,1}κ it shold be compt-
tionlly infesible to compte  sch tht H() = y.

• Second-preimge resistnce: Given  nd y = H() it shold
be compttionlly infesible to compte  ′ 6=  sch tht
H(′) = y.

• Collision resistnce: t shold be compttionlly infesible to
compte  6= ′ sch tht H() = H(′).

For  meningfl forml definition one considers cryptogrphic
hsh fmilies.
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Proof-of-work in the rndom-orcle model

A modertely hrd compttionl tsk: Given  hsh-fnction H(·)
with rnge {0,1}κ nd  y, find  sch tht H(, y) begins with 
lot of zeroes. More generly, given  trget T,

• find  sch tht H(, y) < T.
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lot of zeroes. More generly, given  trget T,

• find  sch tht H(, y) < T.

We’ll work in the “rndom orcle” model. Tht is, we ssme the
existence of  hsh-fnction H(·) tht opertes s follows.

• On  qery , the retrned vle H() is  rndom nmber from
the rnge of H(·), nless  hs been qeried before in which
cse H(·) is consistent (eql to the previos retrned vle).
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• A qery is sccessfl with probbility T

2κ
, nd one needs in ex-

pecttion
2κ

T
clls to the orcle H(·) for  proof-of-work.

• Among poly(k) qeries, the probbility of  collision (two dis-
tinct  nd ′ with H() = H(′)) is exponentilly smll in κ.
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Bitcoin’s dt strctre: the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• A block (r, s, ,) is vlid if it hs  smll hsh-vle, providing
 proof-of-work:

H(r, s, ,) < T.

• A chin is vlid if ll its blocks provide  proof-of-work nd ech
block extends the previos one:

for ech , s+1 = H(r, s, ,) nd r+1 > r.

Bitcoin Bckbone, Consenss, Vrible Difficlty 7/16



Comments on the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• To lter the contents of  block nd preserve the length of the
chin the dversry either hs to discover  collision in H(·) or
compte ll the sbseqent blocks.

− Ths the dversry cannot delete, copy, inject, or predict blocks.

• By djsting the trget T we control how hrd is compting 
block: the lower the trget the higher the difficlty, wlog 1/T.
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Trnsctions on the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

A trnsction hs the following form:

• “From the otpt (sy 10BTC) of trnsction  in block j (which
ws sent to pblic pk0), send 2BTC to pk1 nd 7BTC to pk2”---
signed with sk0.

• Fees, coinbse trnsction.

• Prties need to gree on which is the j-th block.
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Bitcoin bckbone: A distribted rndomized lgorithm

n ech rond r, ech prty with  chin C0 performs the following:

• Receive from the network (block)chins C1, C2, . . .

• Choose the first longest chin C mong the vlid ones in
{C0, C1, C2, . . .}. (Order mtters*.)

• Try to extend the longest chin C.

This is modeled by  Bernolli tril with  probbility of sccess
tht depends on the trget T.

− Sppose its lst block is the -th one nd eql to (r, s, ,)

with s = H(r, s, ,). Find  ∈ {1,2, . . . , q} sch tht

H(r, s, ,) < T.

f sccessfl, let C← C ‖ (r, s, ,).

• f C 6= C0 (i.e., yo compted or switched-to nother (longer)
chin), diffse the new chin C.
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An exection exmple

;

Bitcoin Bckbone, Consenss, Vrible Difficlty 11/16



An exection exmple

*

− White blocks hve been compted by n honest prty.

− Red blocks hve been compted by the dversry.

− A str (∗) on  block mens tht n honest prty hs the chin
ending with tht block t the given rond.
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Properties of the trnsction ledger

Persistence. f  trnsction is confirmed by n honest prty, no
honest prty will ever disgree bot the position of tht trnsc-
tion in the ledger.
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Liveness. f  trnsction is diffsed, it will eventlly become
confirmed by ll honest prties.
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confirmed by ll honest prties.

Properties of the blockchin

Common-Prefix Property. Any two honest prties’ chins hve
 lrge common prefix.

More formlly: For ny pir of honest prties dopting chins C1

nd C2 t ronds r1 ≤ r2 respectively, it holds C
⌈k
1 � C2.
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confirmed by ll honest prties.

Properties of the blockchin

Common-Prefix Property. Any two honest prties’ chins hve
 lrge common prefix.

More formlly: For ny pir of honest prties dopting chins C1

nd C2 t ronds r1 ≤ r2 respectively, it holds C
⌈k
1 � C2.

Chin-Qlity Property. Any sfficiently lrge segment of n
honest prty’s chin, will contin some blocks compted from hon-
est prties.
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Chin-Qlity Property. Any sfficiently lrge segment of n
honest prty’s chin, will contin some blocks compted from hon-
est prties.

Chin-Growth Property. The chin of ny honest prty grows t
lest t  stedy rte.
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Anlysis: Rndom Vribles

Sccessfl Rond. A rond r in which t lest one honest prty
comptes  block.

− Recll tht  single qery is sccessfl with probbility p := T/2κ.

Xr = 1 ⇐⇒ r is  sccessfl rond

ƒ := E[Xr] = 1 − (1 − p)n ≈ pn
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Xr = 1 ⇐⇒ r is  sccessfl rond

ƒ := E[Xr] = 1 − (1 − p)n ≈ pn

Uniqely Sccessfl Rond. A rond r in which exctly one hon-
est prty comptes  block.

Yr = 1 ⇐⇒ r is  niqly sccessfl rond

E[Yr] = np(1 − p)n−1 > np(1 − pn) ≥ ƒ (1 − ƒ )
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est prty comptes  block.

Yr = 1 ⇐⇒ r is  niqly sccessfl rond

E[Yr] = np(1 − p)n−1 > np(1 − pn) ≥ ƒ (1 − ƒ )

Adversry. For ech qery j,

Zj = 1 ⇐⇒ the dversry compted  block with his j-th qery

E[Zr] = E[Z1 + · · · + Zt] = E[Zr] = E[Z1] + · · · + E[Zt] = pt
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Chin-Growth Lemm

Chin-Growth Lemm. Suppose that at round r an honest party
has a chain of length ℓ. Then, by round s ≥ r, every honest party has
adopted a chain of length at least

ℓ+ Xr + · · · + Xs−1.
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Chin-Growth Lemm. Suppose that at round r an honest party
has a chain of length ℓ. Then, by round s ≥ r, every honest party has
adopted a chain of length at least

ℓ+ Xr + · · · + Xs−1.

Chernoff Bond. Suppose {X :  ∈ [n]} are mutually independent
Boolean random variables, with Pr[X = 1] = p, for all  ∈ [n]. Let
X =

∑n

=1
X and μ = pn. Then, for any δ ∈ (0,1],

Pr[X ≤ (1 − δ)μ] ≤ e−δ
2μ/2 and Pr[X ≥ (1 + δ)μ] ≤ e−δ

2μ/3.
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Boolean random variables, with Pr[X = 1] = p, for all  ∈ [n]. Let
X =

∑n

=1
X and μ = pn. Then, for any δ ∈ (0,1],

Pr[X ≤ (1 − δ)μ] ≤ e−δ
2μ/2 and Pr[X ≥ (1 + δ)μ] ≤ e−δ

2μ/3.

Chin-growth property. With probability at least 1−e−Ω(ε
2ƒ s), the

chain of any honest party increases by at least

(1 − ε)ƒ s ≈ (1 − ε)pns

blocks after s consecutive rounds. (E[X1 + · · · + Xs] = ƒ s ≈ pns.)
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Common-Prefix Lemm

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

∗
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Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

∗

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in a uniquely successful round. Then any other ℓ-th
block has been computed by the adversary.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

· · · · · ·
∗

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in a uniquely successful round. Then any other ℓ-th
block has been computed by the adversary.

Proof. Sppose  block of height ℓ ws compted by n honest
prty t  rond  with Y = 1. f ny honest prty compted 
block of height ℓ t ny rond r < , then ny honest prty is trying
to extend  chin of length t lest ℓ t rond . Similrly for r > .
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond in which  block before the fork ws
compted by n honest prty. Set S = {r∗ + 1, . . . , r − 1}.
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compted by n honest prty. Set S = {r∗ + 1, . . . , r − 1}. By the
Observtion, to every niqely sccessfl rond in S corresponds
n dversril block compted in S.
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Observtion, to every niqely sccessfl rond in S corresponds
n dversril block compted in S. t follows tht

Uniqely sccessfl

ronds in S ≤ Adversril sccesses in S.
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compted by n honest prty. Set S = {r∗ + 1, . . . , r − 1}. By the
Observtion, to every niqely sccessfl rond in S corresponds
n dversril block compted in S. t follows tht

Uniqely sccessfl

ronds in S ≤ Adversril sccesses in S.

E [
∑

Y] ≈ pn(1 − ƒ )|S| E [
∑

Z] = pt|S|.
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Proof of the common-prefix lemm (cont’d)

Recll tht E[Y] > ƒ (1 − ƒ ). Let Y(S) =
∑

r∈S Yr . Then, since

E[Y(S)] =
∑

r∈S ƒ (1 − ƒ ) = ƒ (1 − ƒ )|S|, by the Chernoff bond,

Pr[Y(S) ≤ (1 − ε)ƒ (1 − ƒ )|S|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).
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Proof of the common-prefix lemm (cont’d)

Recll tht E[Y] > ƒ (1 − ƒ ). Let Y(S) =
∑

r∈S Yr . Then, since

E[Y(S)] =
∑

r∈S ƒ (1 − ƒ ) = ƒ (1 − ƒ )|S|, by the Chernoff bond,

Pr[Y(S) ≤ (1 − ε)ƒ (1 − ƒ )|S|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).

Honest Mjority Assmption. t < (1 − δ)n for δ > 3ε + 3ƒ .
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Proof of the common-prefix lemm (cont’d)

Recll tht E[Y] > ƒ (1 − ƒ ). Let Y(S) =
∑

r∈S Yr . Then, since

E[Y(S)] =
∑

r∈S ƒ (1 − ƒ ) = ƒ (1 − ƒ )|S|, by the Chernoff bond,

Pr[Y(S) ≤ (1 − ε)ƒ (1 − ƒ )|S|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).

Honest Mjority Assmption. t < (1 − δ)n for δ > 3ε + 3ƒ .

Assming these bd events don’t occr (nion bond) nd the
Honest Mjority Assmption

Z(S) < (1 + ε)pt|S|

< (1 + ε)(1 − δ)pn|S| { t < (1 − δ)n }

< (1 + ε)(1 − δ) ·
ƒ

1 − ƒ
· |S| { (1 − ƒ )pn < ƒ }

< (1 − ε)ƒ |S| { δ > 3ε + 3ƒ }

< Y(S) ⊓⊔
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