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Bitcoin info

• Bitcoin ws the first decentrlized cryptocrrency with no need
for  trsted centrl thority.

− Previos work (prtil): Pricing fnctions of Dwork nd Nor

[1992], MicroMint of Rivest nd Shmir [1996], Szbo’s bit gold

[1998], Krm by Vishnmrthy, Chndrkmr, Sirer [2003]. See

lso references in Nkmoto’s Bitcoin whitepper (Hshcsh by

Bck nd work on time-stmping by Hber nd Stornett).

• ntrodced in the 2008 pper “Bitcoin: A Peer-to-Peer Electronic
Csh System” by Stoshi Nkmoto ( psedonym).

• Relesed s open-sorce code in 2009; first block: 9, Jn 2009.

− Nowdys there re more thn thn 800,000 blocks nd the

blockchin reqires more thn 500GB.

• The totl nmber of bitcoins will not exceed 21 million nd this
limit is expected to be reched rond 2140.

− Nowdys there re more thn 19 million bitcoins in circltion.

− The smllest denomintion is the stoshi, eql to 10−8 bitcoins.
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Bitcoin:  soltion to two problems

• Bitcoin ws the first decentrlized cryptocrrency, with no need
for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd well-
stdied problem in distribted compting: consenss.
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for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd well-
stdied problem in distribted compting: consenss.

Forml nlysis

• A forml description of the model in which the problem nd its
soltion cn be described.

• The properties tht  sggested soltion shold stisfy.

• A forml description of the protocol.

• Proof tht Bitcoin bckbone indeed hs the desired properties.
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The model

• Synchronos model.

− Time is discrete nd divided in ronds.

− Globl clock: rond nmber is common knowledge.

− All messges get delivered in the next rond.

• A nmber of honest prties n nd n dversry tht controls t
prties.

− Honest prties ct independently.

− Prties controlled by the dversry collborte.

• Prties commnicte by brodcsting  messge.

The dversry cn:

− inject messges into  prty’s incoming messges.

− reorder  prty’s incoming messges.

• Anonymos setting: prties cnnot ssocite  messge to 
sender; they don’t even know if two messges come from the
sme sender.
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Wht is not in the model

• Honest prties losing messges or becoming eclipsed or be-
coming nble to know the crrent time.

− Prties experiencing sch isses re fctored into the dversry.

• The honest prties’ incentives.

− On the other hnd, dversril prties wish to inflict the worst pos-

sible dmge independently of tility.

• An dversry with compttionl power tht even on occsion,
exceeds tht of honest prties.

• Attcks tht exploit specific weknesses of the nderlying cryp-
togrphic primitives.

[We will se idelized versions of hsh fnctions nd digitl sig-
ntres].
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Hsh fnctions

A cryptogrphic hsh fnction is  deterministic lgorithm

H : {0,1}∗ → {0,1}κ

with the following properties.

• Preimge resistnce: Given y ∈ {0,1}κ it shold be compt-
tionlly infesible to compte  sch tht H() = y.

• Second-preimge resistnce: Given  nd y = H() it shold
be compttionlly infesible to compte  ′ 6=  sch tht
H(′) = y.

• Collision resistnce: t shold be compttionlly infesible to
compte  6= ′ sch tht H() = H(′).

For  meningfl forml definition one considers cryptogrphic
hsh fmilies.
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Proof-of-work in the rndom-orcle model

We’ll work in the “rndom orcle” model. Tht is, we ssme the
existence of  hsh-fnction H(·) tht opertes s follows.

• On  qery , the retrned vle H() is  rndom nmber from
the rnge of H(·), nless  hs been qeried before in which
cse H(·) is consistent (eql to the previos retrned vle).
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cse H(·) is consistent (eql to the previos retrned vle).

A modertely hrd compttionl tsk: Given  hsh-fnction H(·)
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• find  sch tht H(, y) < T.
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lot of zeroes. More generly, given  trget T,

• find  sch tht H(, y) < T.

• A qery is sccessfl with probbility T

2κ
, nd one needs in ex-

pecttion
2κ

T
clls to the orcle H(·) for  proof-of-work.

• Among poly(k) qeries, the probbility of  collision (two dis-
tinct  nd ′ with H() = H(′)) is exponentilly smll in κ.
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Bitcoin’s dt strctre: the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• A block (r, s, ,) is vlid if it hs  smll hsh-vle, providing
 proof-of-work:

H(r, s, ,) < T.

• A chin is vlid if ll its blocks provide  proof-of-work nd ech
block extends the previos one:

for ech , s+1 = H(r, s, ,) nd r+1 > r.
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Comments on the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• To lter the contents of  block nd preserve the length of the
chin the dversry either hs to discover  collision in H(·) or
compte ll the sbseqent blocks.

− Ths the dversry cannot delete, copy, inject, or predict blocks.

• By djsting the trget T we control how hrd is compting 
block: the lower the trget the higher the difficlty, wlog 1/T.
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Trnsctions on the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

A trnsction hs the following form:

• “From the otpt (sy 10BTC) of trnsction  in block j (which
ws sent to pblic pk0), send 2BTC to pk1 nd 7BTC to pk2”---
signed with sk0.

• Fees, coinbse trnsction.

• Prties need to gree on which is the j-th block.

Bitcoin Bckbone, Consenss, Vrible Difficlty 9/60



Bitcoin bckbone: A distribted rndomized lgorithm

n ech rond r, ech prty with  chin C0 performs the following:

• Receive from the network (block)chins C1, C2, . . .

• Choose the first longest chin C mong the vlid ones in
{C0, C1, C2, . . .}. (Order mtters*.)

• Try to extend the longest chin C.

This is modeled by  Bernolli tril with  probbility of sccess
tht depends on the trget T.

− Sppose its lst block is the -th one nd eql to (r, s, ,)

with s = H(r, s, ,). Find  ∈ {1,2, . . . , q} sch tht

H(r, s, ,) < T.

f sccessfl, let C← C ‖ (r, s, ,).

• f C 6= C0 (i.e., yo compted or switched-to nother (longer)
chin), diffse the new chin C.
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An exection exmple

;
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An exection exmple

*

− White blocks hve been compted by n honest prty.

− Red blocks hve been compted by the dversry.

− A str (∗) on  block mens tht n honest prty hs the chin
ending with tht block t the given rond.
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Properties of the trnsction ledger

Persistence. f  trnsction is confirmed by n honest prty, no
honest prty will ever disgree bot the position of tht trnsc-
tion in the ledger.
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Liveness. f  trnsction is diffsed, it will eventlly become
confirmed by ll honest prties.
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Liveness. f  trnsction is diffsed, it will eventlly become
confirmed by ll honest prties.

Properties of the blockchin

Common-Prefix Property. Any two honest prties’ chins hve
 lrge common prefix.

More formlly: For ny pir of honest prties dopting chins C1

nd C2 t ronds r1 ≤ r2 respectively, it holds C
⌈k
1 � C2.
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Properties of the trnsction ledger

Persistence. f  trnsction is confirmed by n honest prty, no
honest prty will ever disgree bot the position of tht trnsc-
tion in the ledger.

Liveness. f  trnsction is diffsed, it will eventlly become
confirmed by ll honest prties.

Properties of the blockchin

Common-Prefix Property. Any two honest prties’ chins hve
 lrge common prefix.

More formlly: For ny pir of honest prties dopting chins C1

nd C2 t ronds r1 ≤ r2 respectively, it holds C
⌈k
1 � C2.

Chin-Qlity Property. Any sfficiently lrge segment of n
honest prty’s chin, will contin some blocks compted from hon-
est prties.
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nd C2 t ronds r1 ≤ r2 respectively, it holds C
⌈k
1 � C2.

Chin-Qlity Property. Any sfficiently lrge segment of n
honest prty’s chin, will contin some blocks compted from hon-
est prties.

Chin-Growth Property. The chin of ny honest prty grows t
lest t  stedy rte.
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Anlysis: Rndom Vribles

Sccessfl Rond. A rond r in which t lest one honest prty
comptes  block.

− Recll tht  single qery is sccessfl with probbility p := T/2κ.

Xr = 1 ⇐⇒ r is  sccessfl rond

ƒ := E[Xr] = 1 − (1 − p)n ≈ pn
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comptes  block.

− Recll tht  single qery is sccessfl with probbility p := T/2κ.

Xr = 1 ⇐⇒ r is  sccessfl rond

ƒ := E[Xr] = 1 − (1 − p)n ≈ pn

Uniqely Sccessfl Rond. A rond r in which exctly one hon-
est prty comptes  block.

Yr = 1 ⇐⇒ r is  niqly sccessfl rond

E[Yr] = np(1 − p)n−1 > np(1 − pn) ≥ ƒ (1 − ƒ )
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Uniqely Sccessfl Rond. A rond r in which exctly one hon-
est prty comptes  block.

Yr = 1 ⇐⇒ r is  niqly sccessfl rond

E[Yr] = np(1 − p)n−1 > np(1 − pn) ≥ ƒ (1 − ƒ )

Adversry. For ech qery j,

Zj = 1 ⇐⇒ the dversry compted  block with his j-th qery

E[Zr] = E[Z1 + · · · + Zt] = E[Zr] = E[Z1] + · · · + E[Zt] = pt
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Chin-Growth Lemm

Chin-Growth Lemm. Suppose that at round r an honest party
has a chain of length ℓ. Then, by round s ≥ r, every honest party has
adopted a chain of length at least

ℓ + Xr + · · · + Xs−1.
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Chin-Growth Lemm

Chin-Growth Lemm. Suppose that at round r an honest party
has a chain of length ℓ. Then, by round s ≥ r, every honest party has
adopted a chain of length at least

ℓ + Xr + · · · + Xs−1.

Chernoff Bond. Suppose {X :  ∈ [n]} are mutually independent
Boolean random variables, with Pr[X = 1] = p, for all  ∈ [n]. Let
X =

∑n

=1
X and μ = pn. Then, for any δ ∈ (0,1],

Pr[X ≤ (1 − δ)μ] ≤ e−δ
2μ/2 and Pr[X ≥ (1 + δ)μ] ≤ e−δ

2μ/3.
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Chin-Growth Lemm. Suppose that at round r an honest party
has a chain of length ℓ. Then, by round s ≥ r, every honest party has
adopted a chain of length at least

ℓ + Xr + · · · + Xs−1.

Chernoff Bond. Suppose {X :  ∈ [n]} are mutually independent
Boolean random variables, with Pr[X = 1] = p, for all  ∈ [n]. Let
X =

∑n

=1
X and μ = pn. Then, for any δ ∈ (0,1],

Pr[X ≤ (1 − δ)μ] ≤ e−δ
2μ/2 and Pr[X ≥ (1 + δ)μ] ≤ e−δ

2μ/3.

Chin-growth property. With probability at least 1−e−Ω(ε
2ƒ s), the

chain of any honest party increases by at least

(1 − ε)ƒ s ≈ (1 − ε)pns

blocks after s consecutive rounds. (E[X1 + · · · + Xs] = ƒ s ≈ pns.)
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Common-Prefix Lemm

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

∗
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Common-Prefix Lemm

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

∗

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in a uniquely successful round. Then any other ℓ-th
block has been computed by the adversary.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

· · · · · ·
∗

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in a uniquely successful round. Then any other ℓ-th
block has been computed by the adversary.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

· · · · · ·
∗

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in a uniquely successful round. Then any other ℓ-th
block has been computed by the adversary.

Proof. Sppose  block of height ℓ ws compted by n honest
prty t  rond  with Y = 1. f ny honest prty compted 
block of height ℓ t ny rond r < , then ny honest prty is trying
to extend  chin of length t lest ℓ t rond . Similrly for r > .
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond in which  block before the fork ws
compted by n honest prty. Set S = {r∗ + 1, . . . , r − 1}.
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· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond in which  block before the fork ws
compted by n honest prty. Set S = {r∗ + 1, . . . , r − 1}. By the
Observtion, to every niqely sccessfl rond in S corresponds
n dversril block compted in S.
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e−Ω(k). (The party with the shortest chain should be honest.)
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· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond in which  block before the fork ws
compted by n honest prty. Set S = {r∗ + 1, . . . , r − 1}. By the
Observtion, to every niqely sccessfl rond in S corresponds
n dversril block compted in S. t follows tht

Uniqely sccessfl

ronds in S ≤ Adversril sccesses in S.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond in which  block before the fork ws
compted by n honest prty. Set S = {r∗ + 1, . . . , r − 1}. By the
Observtion, to every niqely sccessfl rond in S corresponds
n dversril block compted in S. t follows tht

Uniqely sccessfl

ronds in S ≤ Adversril sccesses in S.

E [
∑

Y] ≈ pn(1 − ƒ )|S| E [
∑

Z] = pt|S|.
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Proof of the common-prefix lemm (cont’d)

Recll tht E[Y] > ƒ (1 − ƒ ). Let Y(S) =
∑

r∈S Yr . Then, since

E[Y(S)] =
∑

r∈S ƒ (1 − ƒ ) = ƒ (1 − ƒ )|S|, by the Chernoff bond,

Pr[Y(S) ≤ (1 − ε)ƒ (1 − ƒ )|S|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).
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Proof of the common-prefix lemm (cont’d)

Recll tht E[Y] > ƒ (1 − ƒ ). Let Y(S) =
∑

r∈S Yr . Then, since

E[Y(S)] =
∑

r∈S ƒ (1 − ƒ ) = ƒ (1 − ƒ )|S|, by the Chernoff bond,

Pr[Y(S) ≤ (1 − ε)ƒ (1 − ƒ )|S|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).

Honest Mjority Assmption. t < (1 − δ)n for δ > 3ε + 3ƒ .
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Proof of the common-prefix lemm (cont’d)

Recll tht E[Y] > ƒ (1 − ƒ ). Let Y(S) =
∑

r∈S Yr . Then, since

E[Y(S)] =
∑

r∈S ƒ (1 − ƒ ) = ƒ (1 − ƒ )|S|, by the Chernoff bond,

Pr[Y(S) ≤ (1 − ε)ƒ (1 − ƒ )|S|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).

Honest Mjority Assmption. t < (1 − δ)n for δ > 3ε + 3ƒ .

Assming these bd events don’t occr (nion bond) nd the
Honest Mjority Assmption

Z(S) < (1 + ε)pt|S|

< (1 + ε)(1 − δ)pn|S| { t < (1 − δ)n }

< (1 + ε)(1 − δ) ·
ƒ

1 − ƒ
· |S| { (1 − ƒ )pn < ƒ }

< (1 − ε)ƒ |S| { δ > 3ε + 3ƒ }

< Y(S) ⊓⊔
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Chin Qlity

Chin Qlity. For any ℓ (sufficiently many) blocks in the chain of
an honest party, the ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.
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Chin Qlity

Chin Qlity. For any ℓ (sufficiently many) blocks in the chain of
an honest party, the ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.

Compre to

the idel rtio

t/(n + t).

Bitcoin Bckbone, Consenss, Vrible Difficlty 17/60



Chin Qlity

Chin Qlity. For any ℓ (sufficiently many) blocks in the chain of
an honest party, the ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.

Corollry. If t < (1− ε)n, there is at least one honest block among
any ℓ consecutive blocks in the chain of an honest party.

Proof. The rtio of dversril blocks is less thn (1+ ε)(1− ε) < 1.
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Chin Qlity

Chin Qlity. For any ℓ (sufficiently many) blocks in the chain of
an honest party, the ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.

Proof.

· · · · · ·B′ B B B′

ℓ
L

• ′ is gretest sch tht B′ ws compted by n honest prty.

• ′ is lest sch tht there exists  rond t which n honest
prty ws trying to extend the chin ending t block B′ .

• r1 is the rond tht B′ ws creted.

• r2 first rond tht n honest prty ttempts to extend B′ .

• S = {r : r1 < r < r2}.

Bitcoin Bckbone, Consenss, Vrible Difficlty 17/60



Proof of Chin-Qlity Property

Proof Cont’d.

· · · · · ·B′ B B B′

ℓ
L

We my ssme tht ll the L blocks hve been compted dring
the ronds in the set S.

• The nmber of sccessfl ronds is t lest X ≥ (1 − ε

3
)pn|S|.

• The nmber of dversril blocks is t most Z ≤ (1 + ε

3
)pt|S|.

• Chin growth implies tht L ≥ X.

• The frction of dversril blocks is t most

Z

L
≤
Z

X
≤
1 +

ε

3

1 − ε

3

·
t

n
≤ (1 + ε) ·

t

n
.

⊓⊔
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Tightness of Chin Qlity

Theorem. There exists an adversary such that, with probability at
least 1 − e−Ω(ε

2ℓ) (ℓ = Ω(1/ε)), there will be ℓ consecutive blocks in
the chain of every honest party in which the fraction of adversarial
blocks is at least

t

n
− 2ε.
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Tightness of Chin Qlity

Theorem. There exists an adversary such that, with probability at
least 1 − e−Ω(ε

2ℓ) (ℓ = Ω(1/ε)), there will be ℓ consecutive blocks in
the chain of every honest party in which the fraction of adversarial
blocks is at least

t

n
− 2ε.

A selfish mining ttck.

• The dversry keeps on extending  privte chin.

• Whenever n honest prty finds  soltion, the (rshing) dver-
sry releses one block from the privte chin.

• f the privte chin is depleted the dversry retrns to the pb-
lic chin.
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Tightness of Chin Qlity

Theorem. There exists an adversary such that, with probability at
least 1 − e−Ω(ε

2ℓ) (ℓ = Ω(1/ε)), there will be ℓ consecutive blocks in
the chain of every honest party in which the fraction of adversarial
blocks is at least

t

n
− 2ε.

A selfish mining ttck.

• The dversry keeps on extending  privte chin.

• Whenever n honest prty finds  soltion, the (rshing) dver-
sry releses one block from the privte chin.

• f the privte chin is depleted the dversry retrns to the pb-
lic chin.

Assmption. Ties between chins of eql length lwys fvor
the dversry.
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Anlysis of the Selfish Mining Attck

• Consider  set S of t lest ℓ/(1 − ε)pn consective ronds.

− This implies X(S) ≤ ℓ (recll Chin-Growth Property).

• The nmber Z of dversril blocks is t lest tn · ℓ.

• The nmber Z′ of orphned dversril blocks compted in S is
t most εℓ with high probbility.

− k dversril blocks my be orphned, only if n honest prty com-
ptes k + 1 seqentil blocks.

• The nmber Z′′ of dversril blocks not relesed in S is t most
ε2ℓ with high probbility.

− k dversril blocks re not relesed, only if no honest prty com-
pted  block in the mentime.

The rtio of dversril blocks is t lest

Z − Z′ − Z′′

X
≥

t

n
· ℓ − εℓ − ε2ℓ

ℓ
≥

t

n
− 2ε ⊓⊔
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Byzntine greement (consenss)

A set of prties {1, . . . , n}, t of which re controlled nd coordi-
nted by n dversry. Prties hve inpts 1, . . . , n ∈ {0,1} nd
wnt to decide on otpts 1, . . . , n so tht the following condi-
tions re stisfied.

• Agreement: All honest prties decide on the sme vle (i.e.,
if  nd j re honest, then  = j).

• Vlidity: f ll honest prties hve the sme inpt vle , then
ll honest prties decide  (i.e., if  is honest, then  = ).

• Termintion: All honest processes shold terminte.
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A set of prties {1, . . . , n}, t of which re controlled nd coordi-
nted by n dversry. Prties hve inpts 1, . . . , n ∈ {0,1} nd
wnt to decide on otpts 1, . . . , n so tht the following condi-
tions re stisfied.

• Agreement: All honest prties decide on the sme vle (i.e.,
if  nd j re honest, then  = j).

• Vlidity: f ll honest prties hve the sme inpt vle , then
ll honest prties decide  (i.e., if  is honest, then  = ).

• Termintion: All honest processes shold terminte.

Remrk. Note that n here is the total number of parties.
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Byzntine Agreement: Fndmentl Reslts

• One of the clssicl problems in distribted compting,  vri-
nt of which ws first introdced in “Reching Agreement in the
Presence of Flts” [Pese-Shostk-Lmport 1980].

• Reqires n > 3t, nless cryptogrphy is sed [PSL].

• Even with cryptogrphic tools, t lest t + 1 ronds re needed
[Fischer-Lynch nd Dolev-Strong 1982].

• n n synchronos or nonymos network no deterministic
protocol exists [Fischer-Lynch-Pterson 1985]. Bt possible
with probbility 1 [Ben-Or 1983].

• Bit complexity is Ω(nt) [Dolev-Reischk 1985].

• Flly Polynomil: There exists  protocol for ll t < n

3
, tht termi-

ntes in t+1 ronds, nd both compttion nd commniction
re polynomil in n. [Gry, Moses, “Flly polynomil Byzn-
tine greement for n > 3t processors in t + 1 ronds.” 1998]
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Byzntine Agreement: Toy Proof

When 1 prty ot of n might be Byzntine, t lest 2 ronds re
needed.

• Upon receiving 00 . . .001, n honest prty shold otpt 0.

− Becse of vlidity, since prty pn cold be Byzntine.

• Upon receiving 00 . . .011, n honest prty shold otpt 0.

− Becse prty pn−1 cold be Byzntine, nd some prties might
hve received 00 . . .001 nd going to nswer 0.

• Upon receiving 00 . . .0111, n honest prty shold otpt 0.

− Becse prty pn−2 cold be Byzntine, nd some prties might
hve received 00 . . .011 nd going to nswer 0.

...

• Upon receiving 01 . . .111, n honest prty shold otpt 0.

Contrdiction! Becse the first prty cold be Byzntine.
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Consenss: t < n/2 necessry (even with crypto)

Proof. On inpt 0 . . .0,1 . . . ,1, where there re n/2 zeroes nd n/2
ones nd ll prties re honest, the protocol termintes in one of
the following three sttes.

A. All honest prties otpt 0.

B. All honest prties otpt 1.

C. Honest prties hve mixed otpts.

The dversry chooses  strtegy s follows.

• n cse A, he corrpts the first hlf of prties nd behves hon-
estly. Vlidity fils.

• n cse B, he corrpts the second hlf of prties nd behves
honestly. Vlidity fils.

• n cse C, he does not corrpt ny prty. Agreement fils.
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Consenss: t < n/3 is necessry with delys

A(mte)

B(0) C(0)

Since B nd C hve 0 nd A might hve crshed,

t some time tA prties B nd C

shold terminte with 0.

A(1)

B(mte) C(1)

Since A nd C hve 1 nd B might hve crshed,

t some time tB prties A nd C

shold terminte with 1.

A(1)

B(0) C(∗)

Adversry C tlks to A s if he hs  1 nd to

B s if he hs  0. Menwhile, he holds messges

A↔B for tC > tA + tB ronds.
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Consenss: t < n/3 is necessry (no delys)

A(1)

A

C(1)

B(0) C(0)

Adversry A tries to confse B by cting s if

C is Byzntine nd tlks to A s if its inpt is 1

nd to B s if it is 0.W
o
rl
d
1

A(1)B(0)

C(0)

B

C(1)

Adversry B tries to confse A by cting s if

C is Byzntine nd tlks to B s if its inpt is 0

nd to A s if it is 1.W
o
rl
d
2

A(1)

B(0)

C(1)

C(0)

C

Adversry C tlks to A s if he hs  1 nd

to B s if he hs  0, in  wy tht:

• A cnnot distingish between worlds 2 nd 3

• B cnnot distingish between worlds 1 nd 3

W
o
rl
d
3

Contrdiction! f Vlidity holds in worlds 1 nd 2,

then Agreement fils in world 3.
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Fesibility of the strtegy. The Hexgon ide!

A(1)

A

C(1)

B(0) C(0)

A(1)B(0)

C(0)

B

C(1)

A(1)

B(0)

C(1)

C(0)

C

A(1)

B(0) C(1)

C(0) B(1)

A(0)
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Nkmoto’s insight

https://www.mail-archive.com/cryptography@metzdowd.com/msg09997.html
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in ev-
ery block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
diffse it).

3) Ech prty decides on the otpt eql to the mjority of the in-
pts recorded in the first k blocks.
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in ev-
ery block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
diffse it).

3) Ech prty decides on the otpt eql to the mjority of the in-
pts recorded in the first k blocks.

*

*
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in ev-
ery block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
diffse it).

3) Ech prty decides on the otpt eql to the mjority of the in-
pts recorded in the first k blocks.

k ≥ 2k

*
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Proof of Agreement nd Vlidity

• By the common-prefix property, if the dversry hs less thn
hlf of the totl compttionl power, Agreement is stisfied
with high probbility.

This is becse every honest prty will otpt the mjority of
the inpt-bits inclded in the common prefix of their (possibly
different) chins. (Consider the first time n honest prty hs 
chin of length t lest 2k.)
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Proof of Agreement nd Vlidity

• By the common-prefix property, if the dversry hs less thn
hlf of the totl compttionl power, Agreement is stisfied
with high probbility.

This is becse every honest prty will otpt the mjority of
the inpt-bits inclded in the common prefix of their (possibly
different) chins. (Consider the first time n honest prty hs 
chin of length t lest 2k.)

• By the chin-qlity property, if the dversry hs less thn
one third of the totl compttionl power, Vlidity is stisfied
with high probbility.

This is becse ot of the k bits of the common prefix, the d-
versry hs compted less thn hlf of them. Therefore, if ll
the honest prties hve the sme inpt , the mjority of the
bits in the common prefix will be .
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2-for-1 PoWs

de. Two kinds of blocks with  single qery. Recll H : {0,1}∗ →
{0,1}κ.

• Norml blocks: H() < T = 2.

• npt blocks: [H()]R < T ′ = 2b.

Here, [y]R is the nmber with binry expnsion the reverse of y.
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2-for-1 PoWs

de. Two kinds of blocks with  single qery. Recll H : {0,1}∗ →
{0,1}κ.

• Norml blocks: H() < T = 2.

• npt blocks: [H()]R < T ′ = 2b.

Here, [y]R is the nmber with binry expnsion the reverse of y.

Observtion. As long s  + b > κ, the probbilities of obtining 
block of ech kind re independent.

Proof. Let U rndom over {0,1}κ. Conditioning on U < T leves the
 lest significnt bits of U rndom, while fixing the remining κ−
bits. Ths, the  > κ − b most significnt bits of UR re rndom. t
follows tht

Pr[UR < T ′|U < T] =
2−(κ−b)

2
=
2b

2κ
=

T ′

2κ
= Pr[UR < T ′].
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1/2-resilient consenss

Theorem [GKL2015]. Assuming t < n/2, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).
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1/2-resilient consenss

Theorem [GKL2015]. Assuming t < n/2, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in ev-
ery inpt block they compte nd referencing ll inpt blocks from
the norml blocks they compte.

2) When they obtin  chin with t lest
3k

δ
+ 2k norml blocks they

hlt (fter they diffse it).

3) Ech prty decides on the otpt eql to the mjority of the

niqe inpts recorded in the first
3k

δ
+ k norml blocks.
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1/2-resilient consenss

Theorem [GKL2015]. Assuming t < n/2, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in ev-
ery inpt block they compte nd referencing ll inpt blocks from
the norml blocks they compte.

2) When they obtin  chin with t lest
3k

δ
+ 2k norml blocks they

hlt (fter they diffse it).

3) Ech prty decides on the otpt eql to the mjority of the

niqe inpts recorded in the first
3k

δ
+ k norml blocks.

Agreement follows from Common-Prefix Property becse t lest
k blocks re prned.
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Proof for vlidity (sketch)

• Let C denote the prefix of the first 3k
δ
+ 2k norml blocks.

• By Chin-Qlity Property, the lst k of C contin n honest nor-
ml block B, compted t some rond r.

• Note tht B contins ll honest inpt blocks compted in S =
{1,2, . . . , r}. Let X(S) denote their nmber nd Z(S′) the dver-
sril inpt blocks referenced.

• Ths,

Z(S′)

X(S)
<
(1 + ε)pt|S′|

(1 − ε)ƒ |S|
<
(1 + ε)(1 − δ)pn|S′|

(1 − ε)(1 − ƒ )pn|S|
≤ · · · ≤ 1,

s long s δ nd S re big enogh.
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Bonded-Dely Model

The dversry my dely the delivery of  messge for t most Δ
ronds. Tht is,  messge diffse t rond r my be delivered t
rond r + Δ (bt not lter).
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ronds. Tht is,  messge diffse t rond r my be delivered t
rond r + Δ (bt not lter).

Δ-isolted niqely-sccessfl rond.

Y ′

= 1 if Y = 1 nd Xj = 0 for j 6=  with |j − | < Δ

E[Y ′

] ≥ ƒ (1 − ƒ )2Δ−1 ≥ ƒ [1 − (2Δ − 1)ƒ ]
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The dversry my dely the delivery of  messge for t most Δ
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rond r + Δ (bt not lter).
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Y ′

= 1 if Y = 1 nd Xj = 0 for j 6=  with |j − | < Δ

E[Y ′

] ≥ ƒ (1 − ƒ )2Δ−1 ≥ ƒ [1 − (2Δ − 1)ƒ ]

Δ-isolted sccessfl rond.

X′

= 1 if X = 1 nd Xj = 0 for  − Δ < j < 

E[X′

] ≥ ƒ (1 − ƒ )Δ−1 ≥ ƒ [1 − (Δ − 1)ƒ ]
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ronds. Tht is,  messge diffse t rond r my be delivered t
rond r + Δ (bt not lter).

Δ-isolted niqely-sccessfl rond.

Y ′

= 1 if Y = 1 nd Xj = 0 for j 6=  with |j − | < Δ

E[Y ′

] ≥ ƒ (1 − ƒ )2Δ−1 ≥ ƒ [1 − (2Δ − 1)ƒ ]

Δ-isolted sccessfl rond.

X′

= 1 if X = 1 nd Xj = 0 for  − Δ < j < 

E[X′

] ≥ ƒ (1 − ƒ )Δ−1 ≥ ƒ [1 − (Δ − 1)ƒ ]

Remrk. These definitions re not tight. n prticlr, we cold
do with  set of niqely sccessfl ronds sch tht ny two re
Δ-fr wy from ech other.
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Chin-Growth Lemm

Chin-Growth Lemm. Suppose that at round  an honest party
has a chain of length ℓ. Then, by round  ≥  + Δ − 1, every honest
party has adopted a chain of length at least ℓ′ = ℓ + X′


+ · · · + X′

−Δ
.
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Chin-Growth Lemm

Chin-Growth Lemm. Suppose that at round  an honest party
has a chain of length ℓ. Then, by round  ≥  + Δ − 1, every honest
party has adopted a chain of length at least ℓ′ = ℓ + X′


+ · · · + X′

−Δ
.

Proof. By indction on .

Bsis ( =  + Δ − 1). f t rond  n honest prty hs  chin C
of length ℓ, then tht prty diffses C t  rond erlier thn . t
follows tht every honest prty will receive C by rond −1+Δ = .

Cse X′
−Δ

= 0. By hypothesis, every honest prty hs received 

chin of length t lest ℓ + X′

+ · · · + X′

−Δ−1
= ℓ′ by rond  − 1.
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Chin-Growth Lemm

Chin-Growth Lemm. Suppose that at round  an honest party
has a chain of length ℓ. Then, by round  ≥  + Δ − 1, every honest
party has adopted a chain of length at least ℓ′ = ℓ + X′


+ · · · + X′

−Δ
.

Proof. By indction on .

Bsis ( =  + Δ − 1). f t rond  n honest prty hs  chin C
of length ℓ, then tht prty diffses C t  rond erlier thn . t
follows tht every honest prty will receive C by rond −1+Δ = .

Cse X′
−Δ

= 0. By hypothesis, every honest prty hs received 

chin of length t lest ℓ + X′

+ · · · + X′

−Δ−1
= ℓ′ by rond  − 1.

Cse X′
−Δ
= 1. By hypothesis, by rond  − Δ, every honest prty

hs dopted  chin of length t lest

ℓ + X′

+ · · · + X′

−2Δ
= ℓ + X′


+ · · · + X′

−Δ−1
= ℓ′ − 1.

Hence, ll honest prties sccessfl t rond  − Δ brodcst 
chin of length t lest ℓ′. This chin will be received by every
honest prty by rond .
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Concentrtion for Lipschitz fnctions

• Note tht Y ′

nd Y ′

j
re not independent nymore when | − j| <

2Δ nd the stndrd Chernoff bond does not pply. (Similrly
for X′


nd X′

j
.)
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Concentrtion for Lipschitz fnctions

• Note tht Y ′

nd Y ′

j
re not independent nymore when | − j| <

2Δ nd the stndrd Chernoff bond does not pply. (Similrly
for X′


nd X′

j
.)

A fnction ƒ (1, . . . , n) is k-Lipschitz if |ƒ () − ƒ (′)| ≤ k, whenever
 nd ′ differ in t most one coordinte.

Theorem. If ƒ is k-Lipschitz and X1, . . . , Xn are independent random
variables, then

Pr[ƒ > Eƒ + t] ≤ exp

(

−
2t2

nk2

)

and Pr[ƒ < Eƒ − t] ≤ exp

(

−
2t2

nk2

)

.
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Concentrtion for Lipschitz fnctions

A fnction ƒ (1, . . . , n) is k-Lipschitz if |ƒ () − ƒ (′)| ≤ k, whenever
 nd ′ differ in t most one coordinte.

Theorem. If ƒ is k-Lipschitz and X1, . . . , Xn are independent random
variables, then

Pr[ƒ > Eƒ + t] ≤ exp

(

−
2t2

nk2

)

and Pr[ƒ < Eƒ − t] ≤ exp

(

−
2t2

nk2

)

.

• Ech X′

is  fnction of X−Δ, . . . , X.

• Ths, the sm
∑r

=Δ
X′

is  fnction of the independent rn-

dom vribles X1, X2, . . . , Xr .

• Moreover,
∑r

=Δ
X′

is 2-Lipschitz. This is becse Xj ffects X

′


only if j ≤  < j + Δ nd there cn be t most two X′

eql to 1 in

n intervl of length Δ.
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Chin Qlity

Chin Qlity. For any ℓ blocks in the chain of an honest party, the
ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.
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Chin Qlity

Chin Qlity. For any ℓ blocks in the chain of an honest party, the
ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.

Proof.

· · · · · ·B′ B B B′

ℓ
L

• ′ is gretest sch tht B′ ws compted by n honest prty.

• ′ is lest sch tht there exists  rond t which n honest
prty ws trying to extend the chin ending t block B′ .

• r1 is the rond tht B′ ws creted.

• r2 first rond tht n honest prty ttempts to extend B′ .

• S = {r : r1 < r < r2}.
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Proof of Chin-Qlity Property

Proof Cont’d.

· · · · · ·B′ B B B′

ℓ
L

We my ssme tht ll the L blocks hve been compted dring
the ronds in the set S.

• The nmber of sccessfl ronds is t lest X ≥ (1− ε

3
)pn(|S|−Δ).

• The nmber of dversril blocks is t most Z ≤ (1 + ε

3
)pt|S|.

• Chin growth implies tht L ≥ X.

• The frction of dversril blocks is t most

Z

L
≤
Z

X
≤
1 +

ε

3

1 − ε

3

·
t

n
·

(

1 −
Δ

|S|

)

≤ · · · .

Choose ℓ lrge enogh so tht Δ/ |S| is smll enogh.
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Proof of the common-prefix lemm

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in an isolated uniquely successful round. Then any
other ℓ-th block has been computed by the adversary.

Proof. Sppose  block of height ℓ ws compted by n honest
prty t  rond  with Y ′


= 1. This implies Xr = 0 for nd r 6= 

with |r − | < Δ.

• Ths, no honest prty cold compte nother block t  rond
r with |r − | < Δ.

• f ny honest prty compted  block of height ℓ t ny rond
r <  − Δ, then ny honest prty is trying to extend  chin of
length t lest ℓ t rond .

• Similrly for r >  + Δ.
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Proof of the common-prefix lemm

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set

S = {r∗ + 1, . . . , r − 1} nd S′ = {r∗ + 1 + Δ, . . . , r − 1 − Δ}.
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Proof of the common-prefix lemm

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set

S = {r∗ + 1, . . . , r − 1} nd S′ = {r∗ + 1 + Δ, . . . , r − 1 − Δ}.

By the Observtion, to every Δ-isolted niqely sccessfl rond
in S′ corresponds n dversril block compted in S.
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Proof of the common-prefix lemm

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set

S = {r∗ + 1, . . . , r − 1} nd S′ = {r∗ + 1 + Δ, . . . , r − 1 − Δ}.

By the Observtion, to every Δ-isolted niqely sccessfl rond
in S′ corresponds n dversril block compted in S. Ths,

solted niqely

sccessfl ronds in S′
≤ Adversril sccesses in S.
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Proof of the common-prefix lemm (cont’d)

Recll E[Y ′

] > ƒ (1 − ƒ )2Δ−1. We cn rge tht Y ′(S′) =

∑

r∈S′ Y
′
r
is

2-Lipschitz. By the Concentrtion bond for Lipschitz fnctions,

Pr[Y ′(S′) ≤ (1 − ε)ƒ (1 − ƒ )2Δ−1|S′|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).
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Proof of the common-prefix lemm (cont’d)

Recll E[Y ′

] > ƒ (1 − ƒ )2Δ−1. We cn rge tht Y ′(S′) =

∑

r∈S′ Y
′
r
is

2-Lipschitz. By the Concentrtion bond for Lipschitz fnctions,

Pr[Y ′(S′) ≤ (1 − ε)ƒ (1 − ƒ )2Δ−1|S′|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).

Honest Mjority Assmption. t < (1 − δ)n for δ > 3ε + 3Δƒ .

Bitcoin Bckbone, Consenss, Vrible Difficlty 41/60



Proof of the common-prefix lemm (cont’d)

Recll E[Y ′

] > ƒ (1 − ƒ )2Δ−1. We cn rge tht Y ′(S′) =

∑

r∈S′ Y
′
r
is

2-Lipschitz. By the Concentrtion bond for Lipschitz fnctions,

Pr[Y ′(S′) ≤ (1 − ε)ƒ (1 − ƒ )2Δ−1|S′|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).

Honest Mjority Assmption. t < (1 − δ)n for δ > 3ε + 3Δƒ .

Assming these bd events don’t occr (nion bond) nd the
Honest Mjority Assmption

Z(S) < (1 + ε)pt|S|

< (1 + ε)(1 − δ)pn|S′| (t < (1 − δ)n)

< (1 + ε)(1 − δ) ·
ƒ

1 − ƒ
· |S′|

(

1 +
2Δ

|S′|

)

(1 − ƒ )pn < ƒ )

. . . (Mking 2Δ/ |S′| sfficiently smll) . . .

< Y ′(S′)
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Dynmic exection: nmber of prties is chnging

• The proof in the sttic cse (fixed nmber of prties) breks.

− As block-prodction rte goes to 1, persistence breks.

− As block-prodction rte goes to 0, liveness is hrt.
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• The proof in the sttic cse (fixed nmber of prties) breks.

− As block-prodction rte goes to 1, persistence breks.

− As block-prodction rte goes to 0, liveness is hrt.

• Actlly, Bitcoin strives to mintin constnt block-prodction
rte of bot 1 block per 10 mins.
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Dynmic exection: nmber of prties is chnging

• The proof in the sttic cse (fixed nmber of prties) breks.

− As block-prodction rte goes to 1, persistence breks.

− As block-prodction rte goes to 0, liveness is hrt.

• Actlly, Bitcoin strives to mintin constnt block-prodction
rte of bot 1 block per 10 mins.

• The difficlty of prodcing  block cn be clibrted by chng-
ing the trget T.

Note tht we wnt to se this in  distribted mnner.

Bitcoin chieves (pproximtely) constnt rte by hving the
trget of the to-be-compted block determined (loclly) by 
fixed nmber of previos blocks.
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Dynmic exection: nmber of prties is chnging

• The proof in the sttic cse (fixed nmber of prties) breks.

− As block-prodction rte goes to 1, persistence breks.

− As block-prodction rte goes to 0, liveness is hrt.

• Actlly, Bitcoin strives to mintin constnt block-prodction
rte of bot 1 block per 10 mins.

• The difficlty of prodcing  block cn be clibrted by chng-
ing the trget T.

Note tht we wnt to se this in  distribted mnner.

Bitcoin chieves (pproximtely) constnt rte by hving the
trget of the to-be-compted block determined (loclly) by 
fixed nmber of previos blocks.

• Ech block now is ssocited with  trget T nd difficlty 1

T
.

Parties now follow the heaviest chain.
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Nive trget reclcltion

• The trget is reclclted every m blocks.

Bitcoin ses m = 2016 nd clls the period between two reclc-
ltion points n epoch.

f one wnts to extend  chin of length λm, first determines T by
the lst m blocks.
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• The trget is reclclted every m blocks.

Bitcoin ses m = 2016 nd clls the period between two reclc-
ltion points n epoch.

f one wnts to extend  chin of length λm, first determines T by
the lst m blocks.

• nformlly, if the lst m blocks were clclted qickly, then in-
crese difficlty (decrese T), otherwise decrese difficlty (in-
crese T).
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• The trget is reclclted every m blocks.

Bitcoin ses m = 2016 nd clls the period between two reclc-
ltion points n epoch.

f one wnts to extend  chin of length λm, first determines T by
the lst m blocks.

• nformlly, if the lst m blocks were clclted qickly, then in-
crese difficlty (decrese T), otherwise decrese difficlty (in-
crese T).

• Sppose the lstm blocks were compted in Λ ronds for trget T.
f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Λ

m/ƒ
· T, (ƒ = block-prodction rte).

This is jstified becse for smll ƒ the reltion between ƒ nd T is
pproximtely liner.
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Bhck’s difficlty rising ttck

• Sppose tht t some rond r the honest prties hve  chin of
length λm.

• The dversry bilds the next epoch ll by himself with fke times-
tmps, reslting in hge difficlty for the next epoch.

• His strtegy is to set T ′ so smll, so tht if he comptes the 1st

block ( sperblock of difficlty
1

T ′
) of the next epoch fst (sy hlf

the expected time), he obtins  chin hevier thn the chin the
honest prties re expected to hve by tht time.

• This works with constnt probbility!
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length λm.

• The dversry bilds the next epoch ll by himself with fke times-
tmps, reslting in hge difficlty for the next epoch.

• His strtegy is to set T ′ so smll, so tht if he comptes the 1st

block ( sperblock of difficlty
1

T ′
) of the next epoch fst (sy hlf

the expected time), he obtins  chin hevier thn the chin the
honest prties re expected to hve by tht time.

• This works with constnt probbility!

Bt, Nkmoto knew this!!!
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Anlysis of the ttck (sketch)

To see why this works, let s fix  trget T for the honest prties
nd sppose the honest prties dvnce with sccess probbility

ƒ nd the dversry with
1

1+δ
· ƒ (for some δ < 1/2).

• f the dversry sets T ′ = T

2δm
, then with constnt probbility he

finishes his ttck (i.e., (m + 1) blocks) in

(1 + δ) ·
m

ƒ
+ (1 + δ) ·

T

T ′
·
1

3ƒ

ronds nd hs collected difficlty

m

T
+
1

T ′
=
m

T
+
2δm

T
= (1 + 2δ) ·

m

T
.

• The honest prties hve collected (in expecttion)

(1 + δ)

(m

T
+

1

3T ′

)

= (1 + δ)

(m

T
+
2δm

3T

)

< (1 + 2δ) ·
m

T
.

The dversry wins with constnt probbility!

Bitcoin Bckbone, Consenss, Vrible Difficlty 45/60



Bitcoin’s trget reclcltion

• Sppose the lstm blocks were compted in Λ ronds for trget
T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Λ

m/ƒ
· T,
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T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Λ

m/ƒ
· T,

nless T ′ < T/4 or T ′ > 4T, in which cse set T ′ = T/4 or T ′ = 4T
ccordingly.

Bitcoin Bckbone, Consenss, Vrible Difficlty 46/60



Bitcoin’s trget reclcltion

• Sppose the lstm blocks were compted in Λ ronds for trget
T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Λ

m/ƒ
· T,

nless T ′ < T/4 or T ′ > 4T, in which cse set T ′ = T/4 or T ′ = 4T
ccordingly.

• f the nmber of prties keeps incresing by  lrge fctor per
epoch, then trget reclcltion won’t ctch p.
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ccordingly.

• f the nmber of prties keeps incresing by  lrge fctor per
epoch, then trget reclcltion won’t ctch p.

• Cn we prove secrity nder the ssmption tht the nmber
of prties does not flctte wildly?
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• Sppose the lstm blocks were compted in Λ ronds for trget
T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Λ

m/ƒ
· T,

nless T ′ < T/4 or T ′ > 4T, in which cse set T ′ = T/4 or T ′ = 4T
ccordingly.

• f the nmber of prties keeps incresing by  lrge fctor per
epoch, then trget reclcltion won’t ctch p.

• Cn we prove secrity nder the ssmption tht the nmber
of prties does not flctte wildly?

Theorem. If, for appropriate parameters s and γ,

∀r, r′ |r − r′| ≤ s =⇒
nr

λ
≤ nr′ ≤ λnr ,

then common prefix and chain quality hold (assuming adversarial
minority and appropriate initialization).



The common-prefix lemm in the dynmic cse

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

· · ·

∗
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The common-prefix lemm in the dynmic cse

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

· · ·
∗

difficlty from niqely sccessfl block

dversril difficlty

Observtion. Suppose difficulty d of a chain belongs to a block
that was computed by an honest party in a uniquely successful
round. Then any other block that contains difficulty d has been com-
puted by the adversary.
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two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

· · ·
∗

difficlty from niqely sccessfl block

dversril difficlty

Observtion. Suppose difficulty d of a chain belongs to a block
that was computed by an honest party in a uniquely successful
round. Then any other block that contains difficulty d has been com-
puted by the adversary.

Difficlty ccmlted

in niqely sccessfl

ronds in  set S

≤
Difficlty ccmlted

by the dversry

dring ronds in S ⊓⊔
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Concentrtion bonds in the dynmic cse

n the dynmic cse we still hve Bernolli trils. However,
the sccess probbilities re rndom vribles depending on the
strtegy of the dversry.
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n the dynmic cse we still hve Bernolli trils. However,
the sccess probbilities re rndom vribles depending on the
strtegy of the dversry.

• Consider the following two-plyer gme.

− n the beginning of rond , plyer A chooses  bis p ∈ R.

− Plyer B flips  coin with bis p.

− f heds, B erns X =
1

p
bitcoins; otherwise X = 0.
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• Consider the following two-plyer gme.

− n the beginning of rond , plyer A chooses  bis p ∈ R.

− Plyer B flips  coin with bis p.

− f heds, B erns X =
1

p
bitcoins; otherwise X = 0.

• B is expected to ern E[X] = 1B in rond . Ths, B is expected
to ern kB in k ronds.

• How concentrted rond their expecttion re B’s ernings?
Does it hold

Pr

[

k
∑

=1

X < (1 − ε)k

]

= e−Ω(ε
2k) ?
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Mrtingle bonds

Theorem. Let ƒ be a function of the n random variables X1, . . . , Xn.
Let

D = E[ƒ |X1, . . . , X] − E[ƒ |X1, . . . , X−1],

V =
∑

1≤≤n

Vr(D|X1,.., X−1) and b =mx
1≤≤n

sp(D|X1,.., Y−1)

(sup is taken over all possible assignments to X1, . . . , X−1). Then, for
any t,  ≥ 0,

Pr
[

ƒ ≥ Eƒ + t∧ V ≤ 
]

≤ exp

{

−
t2

2 + 2bt/3

}

.

Bitcoin Bckbone, Consenss, Vrible Difficlty 49/60



Mrtingle bonds
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Let

D = E[ƒ |X1, . . . , X] − E[ƒ |X1, . . . , X−1],
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Vr(D|X1,.., X−1) and b =mx
1≤≤n

sp(D|X1,.., Y−1)

(sup is taken over all possible assignments to X1, . . . , X−1). Then, for
any t,  ≥ 0,

Pr
[

ƒ ≥ Eƒ + t∧ V ≤ 
]

≤ exp

{

−
t2

2 + 2bt/3

}

.

Proof ppliction: Show tht if n exection begins with good ini-
til prmeters (in prticlr, V ≤ ) nd t some point devites
from the desired block-prodction rte, then concentrtion ws vi-
olted while V ≤ .
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Proof rodmp (high level)

Assming the exection begins with good initil prmeters----i.e.,
in the beginning the block-prodction rte is very close to the (de-
sired) ƒ ----we show tht with high probbility the following hold.
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• ws never bndoned by honest prties for εm/ƒ ronds,
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• ws never bndoned by honest prties for εm/ƒ ronds,

• is εm/ƒ -ccrte----ech of its blocks hs  timestmp tht is
εm/ƒ ) ronds wy from its rel cretion time,
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εm/ƒ ) ronds wy from its rel cretion time,

• hs “very good” reclcltion points: γƒ

C
≤ E[X] ≤

Cƒ

γ
;
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γ
;

• hs blocks with “good” trgets: ƒ

C
≤ E[X] ≤ Cƒ .
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in the beginning the block-prodction rte is very close to the (de-
sired) ƒ ----we show tht with high probbility the following hold.

f  chin C is dopted by n honest prty, then C:

• ws never bndoned by honest prties for εm/ƒ ronds,

• is εm/ƒ -ccrte----ech of its blocks hs  timestmp tht is
εm/ƒ ) ronds wy from its rel cretion time,

• hs “very good” reclcltion points: γƒ

C
≤ E[X] ≤

Cƒ

γ
;

• hs blocks with “good” trgets: ƒ

C
≤ E[X] ≤ Cƒ .

Theorem. Every block in a chain that is ever adopted by an honest
party, has “accurate” timestamp and “good” target.
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Wht is missing

• n the nlysis we ssme the clocks of the miners re synchro-
nized, which is not relistic.

− We my ssme tht ny two clocks re within  ronds.
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• n the nlysis we ssme the clocks of the miners re synchro-
nized, which is not relistic.

− We my ssme tht ny two clocks re within  ronds.

• We now shold ccept blocks with  timestmp in the ftre!

Bt not too fr into the ftre, becse trget reclcltion my
led to trgets rtificilly lrge.

− Bitcoin considers  block to be vlid if its timestmp is t most
Δ′ = 2 hors hed. (We shold set Δ′ ≥ .)
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led to trgets rtificilly lrge.

− Bitcoin considers  block to be vlid if its timestmp is t most
Δ′ = 2 hors hed. (We shold set Δ′ ≥ .)

• Similrly, we sholdn’t ccept blocks with timestmps too fr in
the pst, becse trget reclcltion my led to  smll trget.

− Bitcoin considers  block to be vlid if its timestmp is t lest
the medin of the lst 11 timestmps.
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Anlysis withot synchronized clocks

• Any two clocks re within  ronds.

• Bitcoin considers  block to be vlid if its timestmp is t most
Δ′ = 2 hors hed. (We shold set Δ′ ≥ .)

• Bitcoin considers  block to be vlid if its timestmp is t lest the
medin of the lst kmed = 11 timestmps.
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Anlysis withot synchronized clocks

• Any two clocks re within  ronds.

• Bitcoin considers  block to be vlid if its timestmp is t most
Δ′ = 2 hors hed. (We shold set Δ′ ≥ .)

• Bitcoin considers  block to be vlid if its timestmp is t lest the
medin of the lst kmed = 11 timestmps.

How honest re the medins?

• f kmed is lrge, then mjority is not enogh for honest medin (re-
cll selfish mining).

• We need kmed to be smll enogh to rge tht honest medins
pper sfficiently often.
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Bck in the simplest model

• Consider  strek of 6 strongly isolted honest sccesses (withot
dversril sccesses mong them).

Under wht ssmptions will it form n honest medin?
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Under wht ssmptions will it form n honest medin?

• We cn rge tht if no block in the strek belongs in  set of
ronds in which the dversry obtined t lest s mny blocks s
the honest prties, then the strek will become n honest medin.
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• We cn rge tht if no block in the strek belongs in  set of
ronds in which the dversry obtined t lest s mny blocks s
the honest prties, then the strek will become n honest medin.

• Consider the orcle otpts s votes for the two cndidtes: hon-
est nd dversry.
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Bck in the simplest model

• Consider  strek of 6 strongly isolted honest sccesses (withot
dversril sccesses mong them).

Under wht ssmptions will it form n honest medin?

• We cn rge tht if no block in the strek belongs in  set of
ronds in which the dversry obtined t lest s mny blocks s
the honest prties, then the strek will become n honest medin.

• Consider the orcle otpts s votes for the two cndidtes: hon-
est nd dversry.

• The ssmption cn be reworded s follows.

We wnt  permttion of the votes so tht dring the conting of
the votes the honest cndidte is lwys hed of the dversry.
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Bllot theorems

Bllot theorem. Sppose cndidtes A nd B received  nd b
votes respectively. The probbility cndidte A ws lwys hed
dring the conting of the votes is

 − b

 + b
.

Proof by reflection.

Four Proofs of the Ballot Theorem,

Marc Renault, Mathematics Magazine,

Vol 80, No 5 (Dec 2007).
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Bllot theorems

Theorem. Let X1, X2, . . . be n infinite seqence of iid integer rn-
dom vribles with men μ > 0 nd mximm vle 1 nd for ny
 ≥ 1 let S = X1 + · · · + X. Then

Pr[S > 0 for n = 1,2, . . .] = μ.

Addario-Berry and Reed. Ballot Theorems, Old and New. 2008.
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A generl bllot theorem

Wrnke 2016. Let X = (X1, . . . , XN) be  fmily of independent
rndom vribles with Xj tking vles in  set Λj nd let  =
∏

j∈[N] j where j ⊆ Λj. Assme there re nmbers (cj)j∈[N] so tht

ƒ :
∏

j∈[N] Λj → R stisfies the following. Whenever , ′ ∈
∏

j∈[N] j

differ only in the j-th coordinte nd , ′ ∈  we hve |ƒ ()− ƒ (′)| ≤
cj nd |ƒ () − ƒ (′)| ≤ d for ll , ′ ∈

∏

j∈[N] Λj tht differ in t lest

one coordinte. Then, for ll t ≥ 0,

Pr

[

ƒ () ≤ E[ƒ (X)] − t − dPr[X /∈ ]

]

≤ exp

{

−
2t2

∑

j∈[N] c
2
j

}

+ Pr[X /∈ ].
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