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Block ciphers kat yevdotvyaieg petabécelg

v

Kotaokeun yevdotuyaionv petabécemv and block ciphers

v

Evpioticoi tpémot, aAAd oA amodotikol

v

H aocpdierd Tovg dev €xetl amoderyfel, aAld aviéyovv 610 YPOVO
> Xpnon o¢ epyareia Yo KPLTTOYPAPN O, AKEPOLOTITO
UNVOLLOTOC KAT.
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Block cipher = amodotwkn, pe kAdi, petdbeon

F:{0,1}" x {0,1} — {0, 1}

Fi(x) = F(k,x) givon pua éva-mpog-éva kat emi cuvaptnon (SnA.
petdBeon) Ko Fy, F;l OTOSOTIKG VITOAOYIGULEG Y10 SOGUEVO k
n = pNKog KAediov

| = pfkog block

Ta n, [ elvan 6t0bepéc (Apa £(OVUE GUYKEKPLUEVT] ACOAAELL KoL
oYL AGVUTTOTIKN!)



Block cipher = amodotwkn, pe kAdi, petdbeon

F:{0,1}" x {0,1} — {0, 1}

Fi(x) = F(k,x) givon pua éva-mpog-éva kat emi cuvaptnon (SnA.
petdBeon) Ko Fy, F;l OTOSOTIKG VITOAOYIGULEG Y10 SOGUEVO k
n = pNKog KAediov

| = pfkog block

Ta n, [ elvan 6t0bepéc (Apa £(OVUE GUYKEKPLUEVT] ACOAAELL KoL
oYL AGVUTTOTIKN!)

Oélovpe 0 avtimalog va, uropel vo 6GicEL TO GUGTN A, LOVO oV
Kévet e€avtintikn avalntnon kKAeidton



Aixtoa Feistel

Aixrtoa Feistel [H. Feistel 1973]
» Blowfish, Lucifer, DES, IDEA, RC5, SMS4, RCe6, ...

» Kpunroovomiuata tpunqpoartog (block cryptosystems): 1o apyiko
keipevo yopileto og block cuykekpipévoo pinkovg (m.y. yio
DES: 64 bits).

> 210 €&ng Oa aoyoAnBodue pe TV KPUTTOYPAPENOT| EVOS HOVO
tunipotog (block):

» Eicodog: Lol||Ro
> XeKabe yopo i, ywi=1,2, ... r

» 'E€odoc: R,||L,.

> k;: T0 KAWL TOL YOPOUL i — TOPAYETOL OO TO APYKO KAEWL,
ouvnBug pe olodnoeic.

» F: cvvépnon mov givar 1 “kapdid” ToOv GUOTHOTOG: TPETEL VAL
TPOKOAEL Ko (Shannon
Eaval).



Aixtoa Feistel

INUovTikég 1010tTeg TV diktomv Feistel

H amoxpurtoypdaenon yiverot pe tov idto tpomo, amhd
OVTIGTPEPOVTOGS TN GEPE TOV KAEWOLDV.

Enopévac, n ouvaptnon F dev ypetdletal va elval ovTIGTPENTN, O
avtibeon pe ta Subsitution-Permutation networks.



To kpvrtocvoua DES

Aiktvo Feistel 16 yOopawv.
Mnxkoc block: 64 bits.

Mnjkog kAed100: 64 bits (56
‘gvepyd’ + 8 1ooTiiag).

IP: apyu petdbeon (initial
permutation).

]



To kpvrtocvoua DES

H cvvaptmon F

>

2V0TaTIKA: cVVapTNoN enékToong E, cuvaptioelg (“kovtid”
avtiKataotaong S ( ), petébeon P.

» E:{0,1}32 — {0,1}48

» 5 :{0,1}°— {0,1}4, 0<i<7

» P:{0,1}32 — {0,1}32.
H E maipver kaBe 4-ada bits TG 16050V TNG Kot T0 GUUTANPAOVEL
1e To OIThava TNG: Y. bob1babs £> bs1bob1bobsby, divovtag
o0V OOTELECULO, OKTM 6-G0&G.
To amotélecpa g E yivetar XOR pe 10 kA&l yopou K; (48
bits).
Kd&fe 6-ad0 tov amoteréopatog avikadiotatol HEcw Tov
avtiotolyov S-box amd pia 4-ada.

H epappoymn g P divel 10 TEMKO amoTéAeCLOL.



To kpvrtocvoua DES

S-boxes
S1

4 4 13 1 2 15 11 & 3 10 6 12 5
o 15 7 4 14 2 13 1 10 6 12 11 9 5
4 1 14 8 13 6 2 11 15 12 9 7 3
15 12 8 2 4 9 1 7 5 11 3 14 10

AN L LW O

Etvou wivaxeg 4 x 16.

Kébe 6-6d0 anewovileton og pio 0o tov mivaka wg e€nc: o 1o kot
10 60 ynoio (bobs) kabopilovv ™ oeipd, T yneio 20-50 (b1babsby)
™ oTNAN.

Xy kaBe Béon Ppioketan Evag apBpdc and 0 Emg 15, dni. wa 4-ada
bits, mov givar 1 €£000¢G ToL S-box Y €16000 bob1bob3bbs.



To kpvrtocvoua DES

[616tnTeg TV S-boxes (1)
» Eivot to pun ypoppikd cvotatikd tov DES, kot v’ avtd 10 mo
ONUOVTIKO: Y®PIC aVTO N KPUTTAVAALGN Ba TOV EOKOAT.

> E101Kd oyedacpévo MOTE VoL TPOKOAOLY GUYYLGT (confusion): n
oyéon evog bit £16600v Kot evog bit e£6d0v givar TOAOTAOKT).
Ka6e bit tng e£6d0v emnpedletar amd moALd bits Tng €166d0v.

» H oidyvon (diffusion) eEacealiletal oe GuVOLAGUO LE TIG
GUVOPTNHOELS EMEKTOONG E Ko petdBeong P: kdbe bit tng 166500
emnpedlel moAAd bits tng £600v.



To kpvrtocvoua DES

[010tnTeg TV S-boxes: NSA design criteria

» KaBe oepd givon petdbeon tov {0, ..., 15}.

> Kavéva S-box dgv glval ypappiKg 1 a@@vViK GOVAPTHOT TOV
€16600V TOV.

> Alhayn evog bit €16660v eMPEPEL AALUYT GE TOVAIYIGTOV dVO
bit e£600v.

> T[o omolodnmote (g0yog bit 10600V kar bit £ddov, av
kaBopicovpe TNV TN TOL bit 16650V T0 TANBOG £1603®V TOL
Kkavouv 10 bit e£600v ‘0’ givon mepinov 1o pe To TARBog
€1660mVv oL Kdvouv to bit e£6dov ‘1°.



To kpvrtocvoua DES
H mapaywyn tov KA1V
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Boaociletor og d1adoyikég ohanoelg tmv 56 gvepydv bits Tov
KAe18100, kot o€ cuvopthcelg emhoyig {0, 1156 +— {0, 1148,



To kpvrtocvoua DES

H nopayoyn tov khedudv
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To kpvrtocvoua DES

[310TNTEG TOV “TTPOYPAULATOS TOPAYDYNG KAEWOIDV
» KaOe bit ypnoonoteitar g €icodog oe kabe S-box (ce kdmolo
Y0po).

> Kavéva bit dev ypnoiponoteitatl og i60d0G 010 1010 S-box o€
1080y 1K0VG YOPOLG.

> X710 TEAOC €xEL Yivel pia TANPNG TEPLIOTPOPT|, ENMLTPETOVTAG OTNV
OmOKPLTTOYPAPN O Va Yivel pe oMoBNGelg Tpog Ta 0eE1d (Katd
avTioTPOEN CELPA).



To kpvrrocvotua DES

Embéoeic

» Brute force: 2°6 Sokipéc.

» Complementarity property ( ) 255
OOKLUEG.

> Awagpopikr| kpurtavaivon (differential cryptanalysis) [Shamir,
Biham, 1990, NSA ka1 IBM, vopitepa]: < 2°° Sokiuég pe
EMIAEYUEVOL KPOTTOKEIUEVAL.
Baoiletor otovg mivakeg kotavoung tov input-XOR xot
output-XOR twv S-boxes. H un opotopopeio oTig Kotovopég
EMTPENEL TEPLOPICUO TOV GLVOLOL TOV TOAVAOV KAEWOLDV.

» [pappuc kpurtavdivon (linear cryptanalysis) [Matsui, 1993]:
243 Soxwéc e yvword kpvmroxeiusve. TIposéyyion e
Aertovpyiog Tov odyopiBuov pe YpapUKES GUVOPTIOELS.

> Xta 1€k tov 90 BewpnOnke un acearés (EFF DES cracker,
1998) ko to NIST mpdtetve TV avTIKATAGTAGT TOV, SLOSIKAGIOL
oV 0dNYNoE otV avanTvEN Kot vioBétnon Tov AES.



To xkpvrtocvotnua DES

Apova
> Mia tpdtn npoondbeia: Double DES. TIpoBinua: meet-in-the
middle (MITM) attack.



To kpvrtocvoua DES

Apova

> Mia tpdtn npoondbeia: Double DES. TIpoBinua: meet-in-the
middle (MITM) attack.

> : effective key 118 bits (ue 3 ave&aptnta
KAEW14, GLVOAIKO PNKOG KAEW0D 168 bits) 1) 112 bits (pe 2
avegaptnra KAewdd, cuvolikd pnkog 112 bits). Xpnowonoeitot
aKoun kot onpepa (extipnon aoceaieiog and NIST: ~ 2030).
Kpvntoypdaoenon:
(backwards compatibility pe amid DES).



To kpvrtocvoua DES

Apova

> Mia tpdtn npoondbeia: Double DES. TIpoBinua: meet-in-the
middle (MITM) attack.

> : effective key 118 bits (ue 3 ave&aptnta
KAEW14, GLVOAIKO PNKOG KAEW0D 168 bits) 1) 112 bits (pe 2
avegaptnra KAewdd, cuvolikd pnkog 112 bits). Xpnowonoeitot
aKoun kot onpepa (extipnon aoceaieiog and NIST: ~ 2030).
Kpvntoypdaoenon:
(backwards compatibility pe amid DES).

> : unkog kAedov 184 bits, effective key ~ 119 bits.
Kpuvntoypdenon:



Tpdmot Aertovpyiag Tov DES (operation modes)

(o GAA@V KPVTTOGVGTNUATOV TUNOTOG)

ECB, CBC: 10 block cipher evepyei ot0 plaintext (dpeca 1
éupeca)
» Electronic Code Book (ECB): kéfe tunpa kpvrtoypopeiton
XOPLOTA.



Tpomor Aettovpyioc Tov DES (operation modes)

(o GAA@V KPVTTOGVGTNUATOV TUNOTOG)

ECB, CBC: 10 block cipher evepyei ot0 plaintext (dpeca 1
éupeca)

» Electronic Code Book (ECB): kéfe tunpa kpvrtoypopeiton
XOPLOTA.

» Cipher Block Chaining (CBC): to kpurtoypdenua Tov
TPONYOOUEVOL TUALATOG KPLTTOKEEVOL ‘XOR-gltan’ pe to
TPEYOV TUNLO OPYLIKOD KEWEVOD TPV OVTO KPLALTOYPAPTOEl.
Xpnowomoteiton [nitial Vector (/1) yio. To Tp@TO TUAKA.



Tpomor Aettovpyioc Tov DES (operation modes)

(ko GAA®V KPUTTOGVGTNUATOV THIHOTOG)
CFB, OFB, CTR: 10 block cipher dnuovpyet kredopon| (=
stream cipher)

» Cipher Feedback mode ( ): dnpovpyel TUNHOTIKY KAEWOOpON
(keystream) mov ypnoiponoteitan OTmG o€ stream cipher. To
KAedi mov XOR-gitan pe 10 TpEYoV TUNUA 0PYLKOD KEWWEVOL
TPOKVTTEL OO KPVTTOYPAPNGT TOV TPOTYOVUEVOL TUNUATOC
KPUTTOKELLEVOL — XPNGLOTOLEiTaL [V Yio TO TPMTO TUNLLOL.

» Output Feedback mode ( ): donuovpyei keystream 6mmg o
CFB. To kAedi mov XOR-glton pe T0 TPEYOV TUN O APYLIKOD
KEWEVOL TPOKVTTEL O KPLITOYPAPT|GT) TOL TPOTYOVLEVOL
KAEW100 — ypnoiponoteitat IV yio 1o TPATO TUN AL,



Tpomor Aettovpyioc Tov DES (operation modes)

(o GAA@V KPVTTOGVGTNUATOV TUNOTOG)

CFB, OFB, CTR: 10 block cipher dnuovpyet kredopon| (=
stream cipher)

» Cipher Feedback mode ( ): dnpovpyel TUNHOTIKY KAEWOOpON
(keystream) mov ypnoiponoteitan OTmG o€ stream cipher. To
KAedi mov XOR-gitan pe 10 TpEYoV TUNUA 0PYLKOD KEWWEVOL
TPOKVTTEL OO KPVTTOYPAPNGT TOV TPOTYOVUEVOL TUNUATOC
KPUTTOKEWEVOL — ypnotponoteitat /1 yia to Tp@dTo TUNpa.

» Output Feedback mode ( ): donuovpyei keystream 6mmg o
CFB. To kAedi mov XOR-gitat pe 10 TpEYOV TUNLLA OPYLKOV
KEWWEVOL TPOKVTTEL OO KPLITOYPAPTGT) TOL TTPOTYOVLLEVOL
KAe10100 — ypnoonoteiton /7 yio 10 TpMOTO TUN L.

» Counter mode ( ): dnpovpyet keystream 6mwg kot ta CFB,
OFB. H dwgopd éykertar 6To 0TL T0 KAELL Y10 TO TPEXOV TUNLLA
TPOKVATEL A0 TNV KPLITOYPAPNOT EVOG LLETPNTY], TOV
ovEAveToL amd TUNUA 6€ TUNqpo. Xpnomn Le nonce.



Tpomor Aettovpyioc tov DES (operation modes)
ECB, CBC: mAgovektuato Kot 0dVVOUIES
» ECB (-): ka0 tunpa kpumntoypageitat pe tov idto Tpomo.
Evtomiondg emavoaAnyemy, oTaTIoTIKEG EMOESELC.
ECB (+): o¢ mepintwon oAA0i®ONG TUANOTOG KPUTTOKELEVOL
dev emnpedletal N ATOKPVITOYPAPNOT TV VTOAOITMV
TUNUATOV.



Tpomor Aettovpyioc tov DES (operation modes)
ECB, CBC: mAgovektuato Kot 0dVVOUIES
» ECB (-): ka0 tunpa kpumntoypageitat pe tov idto Tpomo.
Evtomiondg emavoaAnyemy, oTaTIoTIKEG EMOESELC.
ECB (+): o¢ mepintwon oAA0i®ONG TUANOTOG KPUTTOKELEVOL
dev emnpedletal N ATOKPVITOYPAPNOT TV VTOAOITMV

TUNUATOV.
x[p1 | [ P2 ] [ P3| -
3 -5 »
€k €k ey
[ IV Y[ a1 [ g2 g3 ] ---
Jadk Aidk ﬂadk
CBC mode x[p1t | [ pz | [ Ps | -

CBC (-): Mg ailoidoelg bit Tov KPLATOTUNLOTOC V; TPOKVTTEL
aAloiwor Tov amoTEAEGLOTOC X;1-1 OTIS 101EG Béoelc.

CBC (+): ypnon og Message Authentication Code (MAC).
Authenticated encryption. e nepintmon 0ALOIOTG TUALOTOG
KPUTTOKEWEVOL ennpedlovTal LOVo dVO TUNUOTO TNV
amokpurroypapnon: Self-Recovery. To IV dev givar kpoupo.



Tpomor Aettovpyiog tov DES (operation modes)
CFB, OFB, CTR: mAeoveKTAUOTO KOl ALOVVOLIES

CFB mode

OFB mode

» CFB/OFB/ CTR (-): og 6Aa vdpyel To TpoOPANUa TG
oAloimoNg TG ATOKPLTTOYPAPNONG O EMAEYIEVEC BETELC.

» CFB/OFB/CTR (+): Mrtopobv vo vAomomBovv mopdAinia.
AwBétovv self-recovery.

» CFB (+): umopel va ypnotponomdei og MAC.
Aocknon: propovpe va £yovpe encryption ko authentication cg
évo, TEPACLLOL;

» CFB/OFB (+): pmopotv va ypnoipomoinfovv kot yia block
HKpoTEPO TMV 64 bit,



CTR mode

ctr ctr+1

Zynuo : CTR mode.



Kot @Alot moArol Tpomot Aettovpyiog

v

["a kpvrroypaenon.

v

Mo avBevtikomoinon / akepaidtra.

v

Kot yuo ta 600 (authenticated encryption).

v

Agite T oyetikn oehida tov NIST:
http://csrc.nist.gov/groups/ST/toolkit/BCM/modes_development.html




AES

To 1997 to NIST (National Institute of Standards and
Technology) avaxoivoce dayoviopd yio TV avIIKATOoTOoN
tov DES

15 alyopBpol mpotddnkav amd opddeg amd 6AOV TOV KOGHO
O potdoelg eetaotnioy amd péEAn tov NIST, and dAlovg
KPUTTOYPAPOLS OAAG KOl KUPIMG Tig 101G TIG OUAOES

Avo cvvédpla Eyvay to 1998 kan 1999 yia va amopaciotel o
KAADTEPOG

To 2000 amogacioctnke o akydpiBuog Rijndael (John Daemen,
Vincent Rijmen - Belgium)

O1 5 eoAicT TANPOVGAV TO KPLTHPLO TG ACPAAELNG KoL O
VKNG Kpidnke and v amodotikdtnta, everéia, evicoiio
VAOTOINONG KAT.



AES

Block cipher pe unkog block 128 bits
Mrkog kAedon 128, 192, 256 bits

Ye avtifeon e to DES mov sivon éva diktvo Feistel, to AES
elvar éva 01KTLO AVTIKATACTAONC-HETABEONC

‘Evag 4 x 4 wivaxag and bytes, mov Aéyeton state, tpomomoieitol

o€ k&g yOpo
Apyikd 1o state amoteheitar omd v gicodo (128 bits = 16 bytes)
10, 12, 14 yopot, yuo kAedi 128, 192, 256 avrtictorya

Ytov televtaio yopo to MixColumns avtikadictotot pe Eva
AddRoundKey (amotponn avtiotpoeng TV TeEAgvTaimV 3
otadiov, mov dev e&apTdvTol amd To KAL)



AES

Ta topaxdto téocepa otddio epappoloviat oe kb YOpo:

> X7adio 1- : oo To master key, mapdyston va
128-bit vworherdi, kot to PAEmovpe cav 4 X 4 mivaxo amod bytes.
O mivakag state evnuepavetat pe to XOR g tpéyovoag Tyung
KOl TOV VITOKAELI0V.

> 2rdoio 2- : kGOe byte Tov state avtikadictatol amod Eva
GAlo, pe Pdon éva kouti avtikatdotaong (S-box). Avtdc o
mivakag evor pia évo-mpog-éva kot e suvéptnon oto {0, 1}8.
Yndpyer povo éva S-box, kot kGBe byte tov state aAralel.

> 210010 3- : Ta bytes ka0 ypopung Tov state
0A1G0aivOUV KUKAKG TPOG TO aploTePd G eENG: 1 TPAOT
ypapun 6ev oAAGleL, 1 devTepn oMabaivel katd pia 0éon, 1
Tpitn Katd dVo, n TéTapTn KAt TpElg Béoelc.

> 210010 4- : €VOIG OVTIOTPEYIHOG LETACYNLOTIGIOG
epapuoletar og kébe oNAN. [ToAaniaclacpog ke 6TIANG pe
éva Katahinao field.

Ta otddia 1, 2 Tpokalovy cOyyvon, Vo Ta 3, 4 didyvon



Acopdrelo tov AES

> ['vootég embéoeig:
1. 6-yopov AES pe 128-bits khe1di, pe kpvmroypagroeg taéng 272
2. 8-yopov AES pe 192-bits khedi, pe kpumtoypagroeig taéng 2188
3. 8-ybpwv AES pe 256-bits khe1di, pe kpunroypagroe tééng 2204
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UEYPL CTLEPO TO KAADTEPO OV £XOVUE Elval ETBETELS
e€avTAntikng avalntnong tov KAEG100
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Acopdrelo tov AES

> ['vootég embéoeig:

1. 6-yopov AES pe 128-bits khe1di, pe kpvmroypagroeg taéng 272
2. 8-yopov AES pe 192-bits khedi, pe kpumtoypagroeig taéng 2188
3. 8-ybpwv AES pe 256-bits khe1di, pe kpunroypagroe tééng 2204

» Embéceig oe AES nepropiopévav yopwv, evad oe tAnpeg AES
UEYPL CTLEPO TO KAADTEPO OV £XOVUE Elval ETBETELS
e€avTAntikng avalntnong tov KAEG100

> E&aipetikd yio kpuntoypapio mov ypetdleTol YeudoTuyaies
petabéoeig

> Eivat eledBepo, 0modoTikd, TPOTVTOTOHUEVO Kol EEALPETIK
ACPUAES
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