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Bitcoin:  soltion to two problems

• Bitcoin ws the first decentrlized cryptocrrency, with no
need for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd
well-stdied problem in distribted compting, the consen-
ss problem.
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Bitcoin:  soltion to two problems

• Bitcoin ws the first decentrlized cryptocrrency, with no
need for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd
well-stdied problem in distribted compting, the consen-
ss problem.

Forml nlysis

To nderstnd nd nlyze Bitcoin’s core protocol mens to sp-
ply forml descriptions of the following.

• A model in which  soltion to the problem cn described.

• The properties tht  sggested soltion shold stisfy.

• Proof tht Bitcoin’s bckbone protocol indeed hs the desired
properties.
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Previos work: The Bitcoin bckbone protocol [GKL15]

• First forml nlysis of the Bitcoin core protocol.

• Applictions on top of the bckbone protocol, ssming minor-
ity dversril hshing power.

− Consenss (blockchin bsed).

− Robst trnsction ledger (e.g., Bitcoin).
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• Applictions on top of the bckbone protocol, ssming minor-
ity dversril hshing power.

− Consenss (blockchin bsed).

− Robst trnsction ledger (e.g., Bitcoin).

• Follow p work: Model vrints nd extensions.
− Additionl properties [KP15,PSS17], prtil synchrony
[PSS17], simltion bsed secrity [BMTZ17].
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• First forml nlysis of the Bitcoin core protocol.

• Applictions on top of the bckbone protocol, ssming minor-
ity dversril hshing power.

− Consenss (blockchin bsed).

− Robst trnsction ledger (e.g., Bitcoin).

• Follow p work: Model vrints nd extensions.
− Additionl properties [KP15,PSS17], prtil synchrony
[PSS17], simltion bsed secrity [BMTZ17].

• All of the bove work in the sttic setting, i.e., ssme fixed
nmber of prticipnts nd  fixed trget.

• This is not how Bitcoin works.
t employs  trget reclcltion mechnism tht djsts POW
hrdness nd ccommodtes for dynmic popltion of sers.
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This work

• First forml nlysis of Bitcoin’s trget reclcltion fnction.

• [GKL15] Applictions crry over to this setting (consenss, ro-
bst trnsction ledger).

• New nlysis methodology for blockchin protocols in the dy-
nmic setting.
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The model

• Synchronos model: time is discrete nd divided in ronds.

• A nmber of honest prties n nd n dversry tht controls t
prties.

− Honest prties ct independently.

− Prties controlled by the dversry collborte.

• Prties commnicte by brodcsting  messge.

The dversry cn:

− inject messges into  prty’s incoming messges.

− reorder  prty’s incoming messges.

• Anonymos setting: prties cnnot ssocite  messge to 
sender; they don’t even know if two messges come from the
sme sender.
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Bitcoin’s dt strctre: the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Stte

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• A block (r, s, ,) is vlid if it hs  smll hsh-vle, providing
 proof-of-work:

H(r, s, ,) < T.

• A chin is vlid if ll its blocks provide  proof-of-work nd ech
block extends the previos one:

for ech , s+1 = H(r, s, ,) nd r+1 > r.
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Comments on the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Stte

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• To lter the contents of  block nd preserve the length of the
chin the dversry either hs to discover  collision in H(·) or
compte ll the sbseqent blocks.

− Ths the dversry cannot delete, copy, inject, or predict
blocks.

• The hsh fnction is modeled s  rndom orcle.

• By djsting the trget T we control how hrd is compting 
block: the lower the trget the higher the difficlty, wlog 1/T.
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A distribted rndomized lgorithm

n ech rond r, ech prty with  chin C0 performs the following:

• Receive from the network (block)chins C1, C2, . . .

• Choose the first longest chin C mong the vlid ones in
{C0, C1, C2, . . .}. (Order mtters*.)

• Try to extend the longest chin C.

This is modeled by  Bernolli tril with  probbility of sccess
tht depends on the trget T.

− Sppose its lst block is the -th one nd eql to (r, s, ,)

with s = H(r, s, ,). Find  ∈ {1,2, . . . , q} sch tht
H(r, s, ,) < T.

f sccessfl, let C← C ‖ (r, s, ,).

• f C 6= C0 (i.e., yo compted or switched-to nother (longer)
chin), brodcst the new chin C.
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An exection exmple

;
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An exection exmple

*

− White blocks hve been compted by n honest prty.

− Red blocks hve been compted by the dversry.

− A str (∗) on  block mens tht n honest prty hs the chin
ending with tht block t the given rond.
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Properties of the trnsction ledger

Persistence. f  trnsction is confirmed by n honest prty, no
honest prty will ever disgree bot the position of tht trns-
ction in the ledger.
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Properties of the trnsction ledger

Persistence. f  trnsction is confirmed by n honest prty, no
honest prty will ever disgree bot the position of tht trns-
ction in the ledger.

Liveness. f  trnsction is brodcst, it will eventlly become
confirmed by ll honest prties.
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Properties of the blockchin

Common-Prefix Property. Any two honest prties’ chins hve
 lrge common prefix.

(Specificlly, if one prty prnes  sfficiently lrge nmber of
blocks from its chin, it obtins  prefix of the other prty’s
chin.)
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prties.
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Properties of the blockchin

Common-Prefix Property. Any two honest prties’ chins hve
 lrge common prefix.

(Specificlly, if one prty prnes  sfficiently lrge nmber of
blocks from its chin, it obtins  prefix of the other prty’s
chin.)

Chin qlity property. Any lrge enogh chnk of n hon-
est prty’s chin, will contin some blocks compted from honest
prties.

Chin growth property. The chin of ny honest prty grows t
lest t  stedy rte.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·
∗
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Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·
∗

Observtion. Suppose the ℓ-the block of a chain was computed
by an honest party in a uniquely successful round. Then any other
ℓ-th block has been computed by the adversary.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set S = {r∗ + 1, . . . , r − 1}.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set S = {r∗ + 1, . . . , r − 1}. By the Lemm, to
every niqely sccessfl rond in S corresponds n dversril
block compted in S. t follows tht

Uniqely sccessfl

ronds in S
≤ Adversril sccesses in S.

⊓⊔
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Dynmic exection: nmber of prties is chnging

• The proof in the sttic cse (fixed nmber of prties) breks.
− As block-prodction rte goes to 1, persistence breks.

− As block-prodction rte goes to 0, liveness is hrt.
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− As block-prodction rte goes to 1, persistence breks.

− As block-prodction rte goes to 0, liveness is hrt.

• Actlly, Bitcoin strives to mintin constnt block-prodction
rte of bot 1 block per 10 mins.

• The difficlty of prodcing  block cn be clibrted by chng-
ing the trget T.

Note tht we wnt to se this in  distribted mnner.

Bitcoin chieves (pproximtely) constnt rte by hving the
trget of the to-be-compted block determined (loclly) by 
fixed nmber of previos blocks.
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• The proof in the sttic cse (fixed nmber of prties) breks.
− As block-prodction rte goes to 1, persistence breks.

− As block-prodction rte goes to 0, liveness is hrt.

• Actlly, Bitcoin strives to mintin constnt block-prodction
rte of bot 1 block per 10 mins.

• The difficlty of prodcing  block cn be clibrted by chng-
ing the trget T.

Note tht we wnt to se this in  distribted mnner.

Bitcoin chieves (pproximtely) constnt rte by hving the
trget of the to-be-compted block determined (loclly) by 
fixed nmber of previos blocks.

• Ech block now is ssocited with  trget T nd difficlty 1

T
.

Parties now follow the heaviest chain.
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The common-prefix lemm in the dynmic cse

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

· · ·
∗
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The common-prefix lemm in the dynmic cse

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

· · ·
∗

difficlty from niqely sccessfl block

dversril difficlty

Observtion. Suppose difficulty d of a chain belongs to a block
that was computed by an honest party in a uniquely successful
round. Then any other block that contains difficulty d has been
computed by the adversary.
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The common-prefix lemm in the dynmic cse

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

· · ·
∗

difficlty from niqely sccessfl block

dversril difficlty

Observtion. Suppose difficulty d of a chain belongs to a block
that was computed by an honest party in a uniquely successful
round. Then any other block that contains difficulty d has been
computed by the adversary.

Difficlty ccmlted

in niqely sccessfl

ronds in  set S

≤
Difficlty ccmlted

by the dversry

dring ronds in S ⊓⊔
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The common-prefix lemm in the dynmic cse

Difficlty ccmlted

in niqely sccessfl

ronds in  set S

≤
Difficlty ccmlted

by the dversry

dring ronds in S

• Sme sttement in sttic cse [GKL15] is esy, s we re com-
pring two binomils.

• n the dynmic cse, s prove, we hve two mrtingles where
sccess probbilities re rndom vribles depending on the
strtegy of the dversry.
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Nive trget reclcltion

• The trget is reclclted every m blocks.

Bitcoin ses m = 2016 nd clls the period between two recl-
cltion points n epoch.

f one wnts to extend  chin of length λm, first determines T
by the lst m blocks.
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cltion points n epoch.

f one wnts to extend  chin of length λm, first determines T
by the lst m blocks.

• nformlly, if the lst m blocks were clclted qickly, then
increse difficlty (decrese T), otherwise decrese difficlty
(increse T).
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Nive trget reclcltion

• The trget is reclclted every m blocks.

Bitcoin ses m = 2016 nd clls the period between two recl-
cltion points n epoch.

f one wnts to extend  chin of length λm, first determines T
by the lst m blocks.

• nformlly, if the lst m blocks were clclted qickly, then
increse difficlty (decrese T), otherwise decrese difficlty
(increse T).

• Sppose the lst m blocks were compted in Δ ronds for tr-
get T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Δ

m/ƒ
· T, (ƒ = block-prodction rte).

This is jstified becse for smll ƒ the reltion between ƒ nd
T is pproximtely liner.
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Bhck’s difficlty rising ttck

• Sppose tht t some rond r the honest prties hve  chin
of length λm.

• The dversry bilds the next epoch ll by himself with fke
timestmps, reslting in hge difficlty for the next epoch.

• His strtegy is to set T ′ so smll, so tht if he comptes the 1st
block ( sperblock of difficlty

1

T ′ ) of the next epoch fst (sy
hlf the expected time), he obtins  chin hevier thn the
chin the honest prties re expected to hve by tht time.

• This works with constnt probbility!
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• Sppose tht t some rond r the honest prties hve  chin
of length λm.

• The dversry bilds the next epoch ll by himself with fke
timestmps, reslting in hge difficlty for the next epoch.

• His strtegy is to set T ′ so smll, so tht if he comptes the 1st
block ( sperblock of difficlty

1

T ′ ) of the next epoch fst (sy
hlf the expected time), he obtins  chin hevier thn the
chin the honest prties re expected to hve by tht time.

• This works with constnt probbility!

Bt, Nkmoto knew this!!!
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Bitcoin’s trget reclcltion

• Sppose the lst m blocks were compted in Δ ronds for tr-
get T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Δ

m/ƒ
· T,
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m

ƒ
ronds, set

T ′ =
Δ

m/ƒ
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nless T ′ < T/4 or T ′ > 4T, in which cse set T ′ = T/4 or T ′ = 4T
ccordingly.
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Bitcoin’s trget reclcltion

• Sppose the lst m blocks were compted in Δ ronds for tr-
get T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Δ

m/ƒ
· T,

nless T ′ < T/4 or T ′ > 4T, in which cse set T ′ = T/4 or T ′ = 4T
ccordingly.

• f the nmber of prties keeps incresing by  lrge fctor per
epoch, then trget reclcltion won’t ctch p.

• Cn we prove secrity nder the ssmption tht the nmber
of prties does not flctte wildly?

Theorem. If, for appropriate constants s and λ,

∀r, r′ |r − r′| ≤ s =⇒
nr

λ
≤ nr′ ≤ λnr ,

then common prefix and chain quality hold (assuming adversarial
minority and appropriate initialization).



Proof rodmp (high level)

Assming the exection begins with good initil prmeters----i.e.,
in the beginning the block-prodction rte is very close to the (de-
sired) ƒ ----we show tht with high probbility the following hold.
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Proof rodmp (high level)

Assming the exection begins with good initil prmeters----i.e.,
in the beginning the block-prodction rte is very close to the (de-
sired) ƒ ----we show tht with high probbility the following hold.

f  chin C is dopted by n honest prty, then C:

• ws never bndoned by honest prties for Ω(m/ƒ ) ronds,

• is O(m/ƒ )-ccrte----ech of its blocks hs  timestmp tht is
O(m/ƒ ) ronds wy from its rel cretion time,

• hs “very good” reclcltion points,

• hs blocks with “good” trgets.

Theorem. Every block in a chain that is ever adopted by an honest
party, has “accurate” timestamp and “good” target.
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Typicl exections

• We define the notion typicl exection. nformlly, the exec-
tion is typicl if for ny set of consective ronds the nmber of
sccessfl qeries did not devite to fr from its expecttion.
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• We define the notion typicl exection. nformlly, the exec-
tion is typicl if for ny set of consective ronds the nmber of
sccessfl qeries did not devite to fr from its expecttion.

• Hving defined the typicl set nd proved tht lmost ll ex-
ections re typicl, we cn then stdy its properties withot
considering probbility t ll.

• For exmple, in the sttic cse, we my sy tht n exection
is typicl if for ny set S of Ω(k) consective ronds, the nm-
ber of blocks compted is (1 ± δ)ƒ |S|.

• How to do this in the dynmic cse? Consider the following
stochstic procedre.

− n the beginning of ech rond , the dversry chooses p.

− We gin
1

p
with prob p or lose

1

1−p with prob 1 − p.

Consider n dversry tht is deterministic nd dptive.
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Concentrtion bonds

Theorem [McDirmid, Concentrtion]. Let X0, X1, . . . be a
martingale with respect to the sequence Y0, Y1, . . .. For n ≥ 0, let

V =
∑

1≤≤n
Vr(X−X−1|Y0,.., Y−1) and b =mx

1≤≤n
sp(X−X−1|Y0,.., Y−1),

where sup is taken over all possible assignments to Y0, . . . , Y−1.
Then, for any t,  ≥ 0,

Pr
[

Xn ≥ X0 + t∧ V ≤ 
]

≤ exp
{

−
t2

2 + 2bt/3

}

.
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martingale with respect to the sequence Y0, Y1, . . .. For n ≥ 0, let

V =
∑

1≤≤n
Vr(X−X−1|Y0,.., Y−1) and b =mx

1≤≤n
sp(X−X−1|Y0,.., Y−1),

where sup is taken over all possible assignments to Y0, . . . , Y−1.
Then, for any t,  ≥ 0,

Pr
[

Xn ≥ X0 + t∧ V ≤ 
]

≤ exp
{

−
t2

2 + 2bt/3

}

.

Proof ppliction: Show tht if n exection begins with good
initil prmeters (in prticlr, V ≤ ) nd t some point de-
vites from the desired block-prodction rte, then concentr-
tion ws violted while V ≤ .
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Ftre/ongoing work

• mprove nlysis tightness.
− Rel world Bitcoin prmeteriztion otside or crrent
bonds.
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Ftre/ongoing work

• mprove nlysis tightness.
− Rel world Bitcoin prmeteriztion otside or crrent
bonds.

• Prtil synchrony.
− Similr strtegy s in the new version of [GKL15] (see
eprint) might work.

• s Bitcoin’s trget reclcltion best possible?
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Thnk yo for listening
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Nkmoto’s insight

https://www.mail-archive.com/cryptography@metzdowd.com/msg09997.html
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Byzntine greement (consenss)

A set of prties {1, . . . , n}, t of which re controlled nd coordi-
nted by n dversry. Prties hve inpts 1, . . . , n ∈ {0,1}
nd wnt to decide on otpts 1, . . . , n so tht the following
conditions re stisfied.

• Agreement: All honest prties decide on the sme vle
(i.e., if  nd j re honest, then  = j).

• Vlidity: f ll honest prties hve the sme inpt vle
, then ll honest prties decide  (i.e., if  is honest, then
 = ).
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Remrks nd clssicl reslts for consenss

• One of the clssicl problems in distribted compting, 
vrint of which ws first introdced in “Reching Agree-
ment in the Presence of Flts” [Pese-Shostk-Lmport
1980].

• Reqires n > 3t, nless cryptogrphy is sed [PSL].

• Even with cryptogrphic tools, t lest t + 1 ronds re
needed [Fischer-Lynch nd Dolev-Strong 1982].

• n n synchronos or nonymos network no deterministic
protocol exists [Fischer-Lynch-Pterson 1985]. Bt possible
with probbility 1 [Ben-Or 1983]. (Ronds re expected to
be exponentil in t, bt if t = O(

p
n) constnt.)

• Bit complexity is Ω(nt) [Dolev-Reischk 1985].
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following proto-
col terminates after Θ(k) rounds in expectation and solves con-
sensus with probability at least 1− e−Ω(k).
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col terminates after Θ(k) rounds in expectation and solves con-
sensus with probability at least 1− e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in
every block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
brodcst it).

3) Ech prty decides on the otpt eql to the mjority of the
inpts recorded in the first k blocks.
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following proto-
col terminates after Θ(k) rounds in expectation and solves con-
sensus with probability at least 1− e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in
every block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
brodcst it).

3) Ech prty decides on the otpt eql to the mjority of the
inpts recorded in the first k blocks.

k ≥ 2k

*

The Bitcoin Bckbone Protocol with Chins of Vrible Difficlty



Proof of Agreement nd Vlidity

• By the common-prefix property, if the dversry hs less
thn hlf of the totl compttionl power, Agreement is
stisfied with high probbility.

This is becse every honest prty will otpt the mjority
of the inpt-bits inclded in the common prefix of their (pos-
sibly different) chins. (Consider the first time n honest
prty hs  chin of length t lest 2k.)
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Proof of Agreement nd Vlidity

• By the common-prefix property, if the dversry hs less
thn hlf of the totl compttionl power, Agreement is
stisfied with high probbility.

This is becse every honest prty will otpt the mjority
of the inpt-bits inclded in the common prefix of their (pos-
sibly different) chins. (Consider the first time n honest
prty hs  chin of length t lest 2k.)

• By the chin-qlity property, if the dversry hs less thn
one third of the totl compttionl power, Vlidity is stis-
fied with high probbility.

This is becse ot of the k bits of the common prefix, the
dversry hs compted less thn hlf of them. Therefore,
if ll the honest prties hve the sme inpt , the mjority
of the bits in the common prefix will be .
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