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Bitcoin:  soltion to two problems

• Bitcoin ws the first decentrlized cryptocrrency, with no
need for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd
well-stdied problem in distribted compting, the consen-
ss problem.
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need for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd
well-stdied problem in distribted compting, the consen-
ss problem.

Forml nlysis

To nderstnd nd nlyze Bitcoin’s core protocol mens to sp-
ply forml descriptions of the following.

• A model in which  soltion to the problem cn described.

• The properties tht  sggested soltion shold stisfy.

• Proof tht Bitcoin’s bckbone protocol indeed hs the desired
properties.

The Bitcoin Bckbone Protocol with Chins of Vrible Difficlty 1/21



Previos work: The Bitcoin bckbone protocol [GKL15]

• First forml nlysis of the Bitcoin core protocol.

• Applictions on top of the bckbone protocol, ssming minor-
ity dversril hshing power.

− Consenss (blockchin bsed).

− Robst trnsction ledger (e.g., Bitcoin).
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− Robst trnsction ledger (e.g., Bitcoin).

• Follow p work: Model vrints nd extensions.
− Additionl properties [KP15,PSS17], prtil synchrony
[PSS17], simltion bsed secrity [BMTZ17].
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• All of the bove work in the sttic setting, i.e., ssme fixed
nmber of prticipnts nd  fixed trget.
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• Follow p work: Model vrints nd extensions.
− Additionl properties [KP15,PSS17], prtil synchrony
[PSS17], simltion bsed secrity [BMTZ17].

• All of the bove work in the sttic setting, i.e., ssme fixed
nmber of prticipnts nd  fixed trget.

• This is not how Bitcoin works.
t employs  trget reclcltion mechnism tht djsts POW
hrdness nd ccommodtes for dynmic popltion of sers.
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This work

• First forml nlysis of Bitcoin’s trget reclcltion fnction.

• [GKL15] Applictions crry over to this setting (consenss, ro-
bst trnsction ledger).

• New nlysis methodology for blockchin protocols in the dy-
nmic setting.
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The model

• Synchronos model: time is discrete nd divided in ronds.

• A nmber of honest prties n nd n dversry tht controls t
prties.

− Honest prties ct independently.

− Prties controlled by the dversry collborte.

• Prties commnicte by brodcsting  messge.

The dversry cn:

− inject messges into  prty’s incoming messges.

− reorder  prty’s incoming messges.

• Anonymos setting: prties cnnot ssocite  messge to 
sender; they don’t even know if two messges come from the
sme sender.
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Bitcoin’s dt strctre: the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Stte

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• A block (r, s, ,) is vlid if it hs  smll hsh-vle, providing
 proof-of-work:

H(r, s, ,) < T.

• A chin is vlid if ll its blocks provide  proof-of-work nd ech
block extends the previos one:

for ech , s+1 = H(r, s, ,) nd r+1 > r.
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Comments on the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Stte

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• To lter the contents of  block nd preserve the length of the
chin the dversry either hs to discover  collision in H(·) or
compte ll the sbseqent blocks.

− Ths the dversry cannot delete, copy, inject, or predict
blocks.

• The hsh fnction is modeled s  rndom orcle.

• By djsting the trget T we control how hrd is compting 
block: the lower the trget the higher the difficlty, wlog 1/T.
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A distribted rndomized lgorithm

n ech rond r, ech prty with  chin C0 performs the following:

• Receive from the network (block)chins C1, C2, . . .

• Choose the first longest chin C mong the vlid ones in
{C0, C1, C2, . . .}. (Order mtters*.)

• Try to extend the longest chin C.

This is modeled by  Bernolli tril with  probbility of sccess
tht depends on the trget T.

− Sppose its lst block is the -th one nd eql to (r, s, ,)

with s = H(r, s, ,). Find  ∈ {1,2, . . . , q} sch tht
H(r, s, ,) < T.

f sccessfl, let C← C ‖ (r, s, ,).

• f C 6= C0 (i.e., yo compted or switched-to nother (longer)
chin), brodcst the new chin C.
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An exection exmple

;
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An exection exmple

*

− White blocks hve been compted by n honest prty.

− Red blocks hve been compted by the dversry.

− A str (∗) on  block mens tht n honest prty hs the chin
ending with tht block t the given rond.
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Properties of the trnsction ledger

Persistence. f  trnsction is confirmed by n honest prty, no
honest prty will ever disgree bot the position of tht trns-
ction in the ledger.
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Properties of the trnsction ledger

Persistence. f  trnsction is confirmed by n honest prty, no
honest prty will ever disgree bot the position of tht trns-
ction in the ledger.

Liveness. f  trnsction is brodcst, it will eventlly become
confirmed by ll honest prties.
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Properties of the blockchin

Common-Prefix Property. Any two honest prties’ chins hve
 lrge common prefix.

(Specificlly, if one prty prnes  sfficiently lrge nmber of
blocks from its chin, it obtins  prefix of the other prty’s
chin.)
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Chin qlity property. Any lrge enogh chnk of n hon-
est prty’s chin, will contin some blocks compted from honest
prties.
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 lrge common prefix.
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chin.)

Chin qlity property. Any lrge enogh chnk of n hon-
est prty’s chin, will contin some blocks compted from honest
prties.

Chin growth property. The chin of ny honest prty grows t
lest t  stedy rte.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·
∗
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Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·
∗

Observtion. Suppose the ℓ-the block of a chain was computed
by an honest party in a uniquely successful round. Then any other
ℓ-th block has been computed by the adversary.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set S = {r∗ + 1, . . . , r − 1}.
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every niqely sccessfl rond in S corresponds n dversril
block compted in S.
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Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set S = {r∗ + 1, . . . , r − 1}. By the Lemm, to
every niqely sccessfl rond in S corresponds n dversril
block compted in S. t follows tht

Uniqely sccessfl

ronds in S
≤ Adversril sccesses in S.

⊓⊔
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Dynmic exection: nmber of prties is chnging

• The proof in the sttic cse (fixed nmber of prties) breks.
− As block-prodction rte goes to 1, persistence breks.

− As block-prodction rte goes to 0, liveness is hrt.
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• Actlly, Bitcoin strives to mintin constnt block-prodction
rte of bot 1 block per 10 mins.
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rte of bot 1 block per 10 mins.

• The difficlty of prodcing  block cn be clibrted by chng-
ing the trget T.

Note tht we wnt to se this in  distribted mnner.

Bitcoin chieves (pproximtely) constnt rte by hving the
trget of the to-be-compted block determined (loclly) by 
fixed nmber of previos blocks.
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fixed nmber of previos blocks.

• Ech block now is ssocited with  trget T nd difficlty 1

T
.

Parties now follow the heaviest chain.
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The common-prefix lemm in the dynmic cse

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

· · ·
∗
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The common-prefix lemm in the dynmic cse

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

· · ·
∗

difficlty from niqely sccessfl block

dversril difficlty

Observtion. Suppose difficulty d of a chain belongs to a block
that was computed by an honest party in a uniquely successful
round. Then any other block that contains difficulty d has been
computed by the adversary.
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· · ·
∗

difficlty from niqely sccessfl block

dversril difficlty

Observtion. Suppose difficulty d of a chain belongs to a block
that was computed by an honest party in a uniquely successful
round. Then any other block that contains difficulty d has been
computed by the adversary.

Difficlty ccmlted

in niqely sccessfl

ronds in  set S

≤
Difficlty ccmlted

by the dversry

dring ronds in S ⊓⊔
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The common-prefix lemm in the dynmic cse

Difficlty ccmlted

in niqely sccessfl

ronds in  set S

≤
Difficlty ccmlted

by the dversry

dring ronds in S

• Sme sttement in sttic cse [GKL15] is esy, s we re com-
pring two binomils.

• n the dynmic cse, s prove, we hve two mrtingles where
sccess probbilities re rndom vribles depending on the
strtegy of the dversry.
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Nive trget reclcltion

• The trget is reclclted every m blocks.

Bitcoin ses m = 2016 nd clls the period between two recl-
cltion points n epoch.

f one wnts to extend  chin of length λm, first determines T
by the lst m blocks.
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cltion points n epoch.

f one wnts to extend  chin of length λm, first determines T
by the lst m blocks.

• nformlly, if the lst m blocks were clclted qickly, then
increse difficlty (decrese T), otherwise decrese difficlty
(increse T).
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• nformlly, if the lst m blocks were clclted qickly, then
increse difficlty (decrese T), otherwise decrese difficlty
(increse T).

• Sppose the lst m blocks were compted in Δ ronds for tr-
get T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Δ

m/ƒ
· T, (ƒ = block-prodction rte).

This is jstified becse for smll ƒ the reltion between ƒ nd
T is pproximtely liner.
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Bhck’s difficlty rising ttck

• Sppose tht t some rond r the honest prties hve  chin
of length λm.

• The dversry bilds the next epoch ll by himself with fke
timestmps, reslting in hge difficlty for the next epoch.

• His strtegy is to set T ′ so smll, so tht if he comptes the 1st
block ( sperblock of difficlty

1

T ′ ) of the next epoch fst (sy
hlf the expected time), he obtins  chin hevier thn the
chin the honest prties re expected to hve by tht time.

• This works with constnt probbility!
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of length λm.

• The dversry bilds the next epoch ll by himself with fke
timestmps, reslting in hge difficlty for the next epoch.

• His strtegy is to set T ′ so smll, so tht if he comptes the 1st
block ( sperblock of difficlty

1

T ′ ) of the next epoch fst (sy
hlf the expected time), he obtins  chin hevier thn the
chin the honest prties re expected to hve by tht time.

• This works with constnt probbility!

Bt, Nkmoto knew this!!!
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Bitcoin’s trget reclcltion

• Sppose the lst m blocks were compted in Δ ronds for tr-
get T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Δ

m/ƒ
· T,
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• Sppose the lst m blocks were compted in Δ ronds for tr-
get T. f we wnt to hve m blocks in every

m

ƒ
ronds, set

T ′ =
Δ

m/ƒ
· T,

nless T ′ < T/4 or T ′ > 4T, in which cse set T ′ = T/4 or T ′ = 4T
ccordingly.
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ccordingly.

• f the nmber of prties keeps incresing by  lrge fctor per
epoch, then trget reclcltion won’t ctch p.
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• f the nmber of prties keeps incresing by  lrge fctor per
epoch, then trget reclcltion won’t ctch p.

• Cn we prove secrity nder the ssmption tht the nmber
of prties does not flctte wildly?
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Δ
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nless T ′ < T/4 or T ′ > 4T, in which cse set T ′ = T/4 or T ′ = 4T
ccordingly.

• f the nmber of prties keeps incresing by  lrge fctor per
epoch, then trget reclcltion won’t ctch p.

• Cn we prove secrity nder the ssmption tht the nmber
of prties does not flctte wildly?

Theorem. If, for appropriate constants s and λ,

∀r, r′ |r − r′| ≤ s =⇒
nr

λ
≤ nr′ ≤ λnr ,

then common prefix and chain quality hold (assuming adversarial
minority and appropriate initialization).



Proof rodmp (high level)

Assming the exection begins with good initil prmeters----i.e.,
in the beginning the block-prodction rte is very close to the (de-
sired) ƒ ----we show tht with high probbility the following hold.
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• ws never bndoned by honest prties for Ω(m/ƒ ) ronds,
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Proof rodmp (high level)

Assming the exection begins with good initil prmeters----i.e.,
in the beginning the block-prodction rte is very close to the (de-
sired) ƒ ----we show tht with high probbility the following hold.

f  chin C is dopted by n honest prty, then C:

• ws never bndoned by honest prties for Ω(m/ƒ ) ronds,

• is O(m/ƒ )-ccrte----ech of its blocks hs  timestmp tht is
O(m/ƒ ) ronds wy from its rel cretion time,

• hs “very good” reclcltion points,

• hs blocks with “good” trgets.

Theorem. Every block in a chain that is ever adopted by an honest
party, has “accurate” timestamp and “good” target.
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Typicl exections

• We define the notion typicl exection. nformlly, the exec-
tion is typicl if for ny set of consective ronds the nmber of
sccessfl qeries did not devite to fr from its expecttion.
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sccessfl qeries did not devite to fr from its expecttion.

• Hving defined the typicl set nd proved tht lmost ll ex-
ections re typicl, we cn then stdy its properties withot
considering probbility t ll.
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sccessfl qeries did not devite to fr from its expecttion.

• Hving defined the typicl set nd proved tht lmost ll ex-
ections re typicl, we cn then stdy its properties withot
considering probbility t ll.

• For exmple, in the sttic cse, we my sy tht n exection
is typicl if for ny set S of Ω(k) consective ronds, the nm-
ber of blocks compted is (1 ± δ)ƒ |S|.
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ections re typicl, we cn then stdy its properties withot
considering probbility t ll.

• For exmple, in the sttic cse, we my sy tht n exection
is typicl if for ny set S of Ω(k) consective ronds, the nm-
ber of blocks compted is (1 ± δ)ƒ |S|.

• How to do this in the dynmic cse? Consider the following
stochstic procedre.

− n the beginning of ech rond , the dversry chooses p.

− We gin
1

p
with prob p or lose

1

1−p with prob 1 − p.

Consider n dversry tht is deterministic nd dptive.
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Concentrtion bonds

Theorem [McDirmid, Concentrtion]. Let X0, X1, . . . be a
martingale with respect to the sequence Y0, Y1, . . .. For n ≥ 0, let

V =
∑

1≤≤n
Vr(X−X−1|Y0,.., Y−1) and b =mx

1≤≤n
sp(X−X−1|Y0,.., Y−1),

where sup is taken over all possible assignments to Y0, . . . , Y−1.
Then, for any t,  ≥ 0,

Pr
[

Xn ≥ X0 + t∧ V ≤ 
]

≤ exp
{

−
t2

2 + 2bt/3

}

.
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Theorem [McDirmid, Concentrtion]. Let X0, X1, . . . be a
martingale with respect to the sequence Y0, Y1, . . .. For n ≥ 0, let

V =
∑

1≤≤n
Vr(X−X−1|Y0,.., Y−1) and b =mx

1≤≤n
sp(X−X−1|Y0,.., Y−1),

where sup is taken over all possible assignments to Y0, . . . , Y−1.
Then, for any t,  ≥ 0,

Pr
[

Xn ≥ X0 + t∧ V ≤ 
]

≤ exp
{

−
t2

2 + 2bt/3

}

.

Proof ppliction: Show tht if n exection begins with good
initil prmeters (in prticlr, V ≤ ) nd t some point de-
vites from the desired block-prodction rte, then concentr-
tion ws violted while V ≤ .
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Ftre/ongoing work

• mprove nlysis tightness.
− Rel world Bitcoin prmeteriztion otside or crrent
bonds.
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− Rel world Bitcoin prmeteriztion otside or crrent
bonds.

• Prtil synchrony.
− Similr strtegy s in the new version of [GKL15] (see
eprint) might work.
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Ftre/ongoing work

• mprove nlysis tightness.
− Rel world Bitcoin prmeteriztion otside or crrent
bonds.

• Prtil synchrony.
− Similr strtegy s in the new version of [GKL15] (see
eprint) might work.

• s Bitcoin’s trget reclcltion best possible?
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Thnk yo for listening
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Nkmoto’s insight

https://www.mail-archive.com/cryptography@metzdowd.com/msg09997.html
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Byzntine greement (consenss)

A set of prties {1, . . . , n}, t of which re controlled nd coordi-
nted by n dversry. Prties hve inpts 1, . . . , n ∈ {0,1}
nd wnt to decide on otpts 1, . . . , n so tht the following
conditions re stisfied.

• Agreement: All honest prties decide on the sme vle
(i.e., if  nd j re honest, then  = j).

• Vlidity: f ll honest prties hve the sme inpt vle
, then ll honest prties decide  (i.e., if  is honest, then
 = ).
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Remrks nd clssicl reslts for consenss

• One of the clssicl problems in distribted compting, 
vrint of which ws first introdced in “Reching Agree-
ment in the Presence of Flts” [Pese-Shostk-Lmport
1980].

• Reqires n > 3t, nless cryptogrphy is sed [PSL].

• Even with cryptogrphic tools, t lest t + 1 ronds re
needed [Fischer-Lynch nd Dolev-Strong 1982].

• n n synchronos or nonymos network no deterministic
protocol exists [Fischer-Lynch-Pterson 1985]. Bt possible
with probbility 1 [Ben-Or 1983]. (Ronds re expected to
be exponentil in t, bt if t = O(

p
n) constnt.)

• Bit complexity is Ω(nt) [Dolev-Reischk 1985].
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following proto-
col terminates after Θ(k) rounds in expectation and solves con-
sensus with probability at least 1− e−Ω(k).
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following proto-
col terminates after Θ(k) rounds in expectation and solves con-
sensus with probability at least 1− e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in
every block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
brodcst it).

3) Ech prty decides on the otpt eql to the mjority of the
inpts recorded in the first k blocks.
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following proto-
col terminates after Θ(k) rounds in expectation and solves con-
sensus with probability at least 1− e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in
every block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
brodcst it).

3) Ech prty decides on the otpt eql to the mjority of the
inpts recorded in the first k blocks.

*

*
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following proto-
col terminates after Θ(k) rounds in expectation and solves con-
sensus with probability at least 1− e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in
every block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
brodcst it).

3) Ech prty decides on the otpt eql to the mjority of the
inpts recorded in the first k blocks.

k ≥ 2k

*
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Proof of Agreement nd Vlidity

• By the common-prefix property, if the dversry hs less
thn hlf of the totl compttionl power, Agreement is
stisfied with high probbility.

This is becse every honest prty will otpt the mjority
of the inpt-bits inclded in the common prefix of their (pos-
sibly different) chins. (Consider the first time n honest
prty hs  chin of length t lest 2k.)
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• By the common-prefix property, if the dversry hs less
thn hlf of the totl compttionl power, Agreement is
stisfied with high probbility.

This is becse every honest prty will otpt the mjority
of the inpt-bits inclded in the common prefix of their (pos-
sibly different) chins. (Consider the first time n honest
prty hs  chin of length t lest 2k.)

• By the chin-qlity property, if the dversry hs less thn
one third of the totl compttionl power, Vlidity is stis-
fied with high probbility.

This is becse ot of the k bits of the common prefix, the
dversry hs compted less thn hlf of them. Therefore,
if ll the honest prties hve the sme inpt , the mjority
of the bits in the common prefix will be .
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