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Bitcoin info

• Bitcoin ws the first decentrlized cryptocrrency with no need
for  trsted centrl thority.

− Previos work: Pricing fnctions of Dwork nd Nor [1992],

MicroMint of Rivest nd Shmir [1996], Hshcsh of Bck

[1997,2002], Szbo’s bit gold [1998], Krm by Vishnmrthy,

Chndrkmr, Sirer [2003].

• ntrodced in the 2008 pper “Bitcoin: A Peer-to-Peer Electronic
Csh System” by Stoshi Nkmoto ( psedonym).

• Relesed s open-sorce code in 2009; first block: 9, Jn 2009.

− Nowdys there re more thn thn 700,000 blocks.

• The totl nmber of bitcoins will not exceed 21 million nd this
limit is expected to be reched rond 2140.

− Nowdys there re more thn 19 million bitcoins in circltion.

− The smllest denomintion is the stoshi, eql to 10−8 bitcoins.
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Bitcoin:  soltion to two problems

• Bitcoin ws the first decentrlized cryptocrrency, with no need
for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd
well-stdied problem in distribted compting, the consenss
problem.
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Bitcoin:  soltion to two problems

• Bitcoin ws the first decentrlized cryptocrrency, with no need
for  trsted centrl thority.

• Bitcoin ws  fresh soltion t n old, fndmentl, nd
well-stdied problem in distribted compting, the consenss
problem.

Forml nlysis

• A forml description of the model in which the problem nd its
soltion cn be described.

• The properties tht  sggested soltion shold stisfy.

• A forml description of the protocol.

• Proof tht Bitcoin bckbone indeed hs the desired properties.
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The model

• Synchronos model: time is discrete nd divided in ronds.

• A nmber of honest prties n nd n dversry tht controls t
prties.

− Honest prties ct independently.

− Prties controlled by the dversry collborte.

• Prties commnicte by brodcsting  messge.

The dversry cn:

− inject messges into  prty’s incoming messges.

− reorder  prty’s incoming messges.

• Anonymos setting: prties cnnot ssocite  messge to 
sender; they don’t even know if two messges come from the
sme sender.
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Wht is not in the model

• Honest prties losing messges or becoming eclipsed or be-
coming nble to know the crrent time.

− Prties experiencing sch isses re fctored into the dversry.

• The honest prties’ incentives.

− On the other hnd, dversril prties wish to inflict the worst pos-

sible dmge independently of tility.

• An dversry with compttionl power tht even on occsion,
exceeds tht of honest prties.

• Attcks tht exploit specific weknesses of the nderlying cryp-
togrphic primitives.

[We will se idelized versions of hsh fnctions nd digitl sig-
ntres].
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Hsh fnctions

A cryptogrphic hsh fnction is  deterministic lgorithm

H : {0,1}∗ → {0,1}κ

with the following properties.

• Preimge resistnce: Given y ∈ {0,1}κ it shold be compt-
tionlly infesible to compte  sch tht H() = y.

• Second-preimge resistnce: Given  nd y = H() it shold
be compttionlly infesible to compte  ′ 6=  sch tht
H(′) = y.

• Collision resistnce: t shold be compttionlly infesible to
compte  6= ′ sch tht H() = H(′).

For  meningfl forml definition one considers cryptogrphic
hsh fmilies.
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Proof-of-work in the rndom-orcle model

A modertely hrd compttionl tsk: Given  hsh-fnction H(·)
with rnge {0,1}κ nd  y, find  sch tht H(, y) begins with 
lot of zeroes. More generly, given  trget T,

• find  sch tht H(, y) < T.
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We’ll work in the “rndom orcle” model. Tht is, we ssme the
existence of  hsh-fnction H(·) tht opertes s follows.

• On  qery , the retrned vle H() is  rndom nmber from
the rnge of H(·), nless  hs been qeried before in which
cse H(·) is consistent (eql to the previos retrned vle).
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A modertely hrd compttionl tsk: Given  hsh-fnction H(·)
with rnge {0,1}κ nd  y, find  sch tht H(, y) begins with 
lot of zeroes. More generly, given  trget T,

• find  sch tht H(, y) < T.

We’ll work in the “rndom orcle” model. Tht is, we ssme the
existence of  hsh-fnction H(·) tht opertes s follows.

• On  qery , the retrned vle H() is  rndom nmber from
the rnge of H(·), nless  hs been qeried before in which
cse H(·) is consistent (eql to the previos retrned vle).

• A qery is sccessfl with probbility T

2κ
, nd one needs in ex-

pecttion
2κ

T
clls to the orcle H(·) for  proof-of-work.

• Among poly(k) qeries, the probbility of  collision (two dis-
tinct  nd ′ with H() = H(′)) is exponentilly smll in κ.
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Bitcoin’s dt strctre: the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• A block (r, s, ,) is vlid if it hs  smll hsh-vle, providing
 proof-of-work:

H(r, s, ,) < T.

• A chin is vlid if ll its blocks provide  proof-of-work nd ech
block extends the previos one:

for ech , s+1 = H(r, s, ,) nd r+1 > r.
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Comments on the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

• To lter the contents of  block nd preserve the length of the
chin the dversry either hs to discover  collision in H(·) or
compte ll the sbseqent blocks.

− Ths the dversry cannot delete, copy, inject, or predict blocks.

• By djsting the trget T we control how hrd is compting 
block: the lower the trget the higher the difficlty, wlog 1/T.
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Trnsctions on the blockchin

r s   r+1 s+1• +1 +1

Timestmp
(cretion time)

Hsh

Trnsctions,
inpt, or dt

Proof-of-work
hsh-vle of
previos block

s+1 = H(r, s, ,)

A trnsction hs the following form:

• “From the otpt (sy 10BTC) of trnsction  in block j (which
ws sent to pblic pk0), send 2BTC to pk1 nd 7BTC to pk2”---
signed with sk0.

• Fees, coinbse trnsction.

• Prties need to gree on which is the j-th block.
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Bitcoin bckbone: A distribted rndomized lgorithm

n ech rond r, ech prty with  chin C0 performs the following:

• Receive from the network (block)chins C1, C2, . . .

• Choose the first longest chin C mong the vlid ones in
{C0, C1, C2, . . .}. (Order mtters*.)

• Try to extend the longest chin C.

This is modeled by  Bernolli tril with  probbility of sccess
tht depends on the trget T.

− Sppose its lst block is the -th one nd eql to (r, s, ,)

with s = H(r, s, ,). Find  ∈ {1,2, . . . , q} sch tht

H(r, s, ,) < T.

f sccessfl, let C← C ‖ (r, s, ,).

• f C 6= C0 (i.e., yo compted or switched-to nother (longer)
chin), diffse the new chin C.
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An exection exmple

;
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An exection exmple

*

− White blocks hve been compted by n honest prty.

− Red blocks hve been compted by the dversry.

− A str (∗) on  block mens tht n honest prty hs the chin
ending with tht block t the given rond.
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Properties of the trnsction ledger

Persistence. f  trnsction is confirmed by n honest prty, no
honest prty will ever disgree bot the position of tht trnsc-
tion in the ledger.
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Properties of the blockchin

Common-Prefix Property. Any two honest prties’ chins hve
 lrge common prefix. (f  prty prnes  sfficiently lrge nm-
ber of blocks from its chin, then the remining prt is  prefix of
ny other prty’s chin.)

Chin-Qlity Property. Any sfficiently lrge segment of n
honest prty’s chin, will contin some blocks compted from hon-
est prties.

Chin-Growth Property. The chin of ny honest prty grows t
lest t  stedy rte.
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Anlysis: Rndom Vribles

Sccessfl Rond. A rond r in which t lest one honest prty
comptes  block.

Xr = 1 ⇐⇒ r is  sccessfl rond

ƒ := E[Xr] = 1 − (1 − p)n ≈ pn
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Sccessfl Rond. A rond r in which t lest one honest prty
comptes  block.

Xr = 1 ⇐⇒ r is  sccessfl rond

ƒ := E[Xr] = 1 − (1 − p)n ≈ pn

Uniqely Sccessfl Rond. A rond r in which exctly one hon-
est prty comptes  block.

Yr = 1 ⇐⇒ r is  niqly sccessfl rond

E[Yr] = np(1 − p)n−1 > np(1 − pn) ≥ ƒ (1 − ƒ )
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Anlysis: Rndom Vribles

Sccessfl Rond. A rond r in which t lest one honest prty
comptes  block.

Xr = 1 ⇐⇒ r is  sccessfl rond

ƒ := E[Xr] = 1 − (1 − p)n ≈ pn

Uniqely Sccessfl Rond. A rond r in which exctly one hon-
est prty comptes  block.

Yr = 1 ⇐⇒ r is  niqly sccessfl rond

E[Yr] = np(1 − p)n−1 > np(1 − pn) ≥ ƒ (1 − ƒ )

Adversry. For ech qery j,

Zj = 1 ⇐⇒ the dversry compted  block with his j-th qery

E[Zr] = E[Z1 + · · · + Zt] = E[Zr] = E[Z1] + · · · + E[Zt] = pt
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Chin-Growth Lemm

Chin-Growth Lemm. Suppose that at round r an honest party
has a chain of length ℓ. Then, by round s ≥ r, every honest party has
adopted a chain of length at least

ℓ+ Xr + · · · + Xs−1.
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Chin-Growth Lemm. Suppose that at round r an honest party
has a chain of length ℓ. Then, by round s ≥ r, every honest party has
adopted a chain of length at least

ℓ+ Xr + · · · + Xs−1.

Chernoff Bond. Suppose {X :  ∈ [n]} are mutually independent
Boolean random variables, with Pr[X = 1] = p, for all  ∈ [n]. Let
X =

∑n

=1
X and μ = pn. Then, for any δ ∈ (0,1],

Pr[X ≤ (1 − δ)μ] ≤ e−δ
2μ/2 and Pr[X ≥ (1 + δ)μ] ≤ e−δ

2μ/3.
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has a chain of length ℓ. Then, by round s ≥ r, every honest party has
adopted a chain of length at least

ℓ+ Xr + · · · + Xs−1.

Chernoff Bond. Suppose {X :  ∈ [n]} are mutually independent
Boolean random variables, with Pr[X = 1] = p, for all  ∈ [n]. Let
X =

∑n

=1
X and μ = pn. Then, for any δ ∈ (0,1],

Pr[X ≤ (1 − δ)μ] ≤ e−δ
2μ/2 and Pr[X ≥ (1 + δ)μ] ≤ e−δ

2μ/3.

Chin-growth property. With probability at least 1−e−Ω(ε
2ƒ s), the

chain of any honest party increases by at least

(1 − ε)ƒ s ≈ (1 − ε)pns

blocks after s consecutive rounds. (E[X1 + · · · + Xs] = ƒ s ≈ pns.)
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Common-Prefix Lemm

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

∗
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Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

∗

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in a uniquely successful round. Then any other ℓ-th
block has been computed by the adversary.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

· · · · · ·
∗

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in a uniquely successful round. Then any other ℓ-th
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Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

r

· · ·

· · · · · ·
∗

Observtion. Suppose the ℓ-the block of a chain was computed by
an honest party in a uniquely successful round. Then any other ℓ-th
block has been computed by the adversary.

Proof. Sppose  block of height ℓ ws compted by n honest
prty t  rond  with Y = 1. f ny honest prty compted 
block of height ℓ t ny rond r < , then ny honest prty is trying
to extend  chin of length t lest ℓ t rond . Similrly for r > .
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set S = {r∗ + 1, . . . , r − 1}.
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Proof of the common-prefix lemm [GKL15]

Common-Prefix Lemm. The probability that at a given round
two parties have chains that disagree in the last k blocks, is at most
e−Ω(k). (The party with the shortest chain should be honest.)

rr∗

· · ·

· · · · · ·
∗

Proof. Let r∗ be the lst rond before the fork tht ws compted
by n honest prty. Set S = {r∗ + 1, . . . , r − 1}. By the Lemm, to
every niqely sccessfl rond in S corresponds n dversril
block compted in S. t follows tht

Uniqely sccessfl

ronds in S ≤ Adversril sccesses in S.

E [
∑

Y] ≈ pn(1 − ƒ )|S| E [
∑

Z] = pt|S|.
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Proof of the common-prefix lemm (cont’d)

Recll tht E[Y] > ƒ (1 − ƒ ). Let Y(S) =
∑

r∈S Yr . Then, since

E[Y(S)] =
∑

r∈S ƒ (1 − ƒ ) = ƒ (1 − ƒ )|S|, by the Chernoff bond,

Pr[Y(S) ≤ (1 − ε)ƒ (1 − ƒ )|S|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).
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Proof of the common-prefix lemm (cont’d)

Recll tht E[Y] > ƒ (1 − ƒ ). Let Y(S) =
∑

r∈S Yr . Then, since

E[Y(S)] =
∑

r∈S ƒ (1 − ƒ ) = ƒ (1 − ƒ )|S|, by the Chernoff bond,

Pr[Y(S) ≤ (1 − ε)ƒ (1 − ƒ )|S|] = e−Ω(|S|).
Similrly

Pr[Z(S) ≥ (1 + ε)pt|S|] = e−Ω(|S|).

Honest Mjority Assmption. t < (1 − δ)n for δ > 3ε + 3ƒ .

Assming these bd events don’t occr (nion bond) nd the
Honest Mjority Assmption

Z(S) < (1 + ε)pt|S|

< (1 + ε)(1 − δ)pn|S| (t < (1 − δ)n)

< (1 + ε)(1 − δ) ·
ƒ

1− ƒ
· |S| (1 − ƒ )pn < ƒ )

< (1 − ε)ƒ |S| (δ > 3ε + 3ƒ )

< Y(S) ⊓⊔
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Chin Qlity

Chin Qlity. For any ℓ (sufficiently many) blocks in the chain of
an honest party, the ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.
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Chin Qlity

Chin Qlity. For any ℓ (sufficiently many) blocks in the chain of
an honest party, the ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.

Compre to

the idel rtio

t/(n + t).
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Chin Qlity

Chin Qlity. For any ℓ (sufficiently many) blocks in the chain of
an honest party, the ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.

Corollry. If t < (1 − ε)n, there is at least one honest block among
any ℓ consecutive blocks in the chain of an honest party.

Proof. The rtio of dversril blocks is less thn (1+ ε)(1− ε) < 1.
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Chin Qlity

Chin Qlity. For any ℓ (sufficiently many) blocks in the chain of
an honest party, the ratio of adversarial blocks is at most

(1 + ε) ·
t

n
.

Proof.

· · · · · ·B′ B B B′

ℓ
L

• ′ is gretest sch tht B′ ws compted by n honest prty.

• ′ is lest sch tht there exists  rond t which n honest
prty ws trying to extend the chin ending t block B′ .

• r1 is the rond tht B′ ws creted.

• r2 first rond tht n honest prty ttempts to extend B′ .

• S = {r : r1 ≤ r < r2}.
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Proof of Chin-Qlity Property

Proof Cont’d.

· · · · · ·B′ B B B′

ℓ
L

We my ssme tht ll the L blocks hve been compted dring
the ronds in the set S.

• The nmber of sccessfl ronds is t lest X ≥ (1 − ε

3
)pn|S|.

• The nmber of dversril blocks is t most Z ≤ (1 + ε

3
)pt|S|.

• Chin growth implies tht L ≥ X.

• The frction of dversril blocks is t most

Z

L
≤
Z

X
≤
1 +

ε

3

1 − ε

3

·
t

n
≤ (1 + ε) ·

t

n
.

⊓⊔
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Tightness of Chin Qlity

Theorem. There exists an adversary such that, with probability at
least 1 − e−Ω(ε

2ℓ) (ℓ = Ω(1/ε)), there will be ℓ consecutive blocks in
the chain of every honest party in which the fraction of adversarial
blocks is at least

t

n
− 2ε.
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Tightness of Chin Qlity

Theorem. There exists an adversary such that, with probability at
least 1 − e−Ω(ε

2ℓ) (ℓ = Ω(1/ε)), there will be ℓ consecutive blocks in
the chain of every honest party in which the fraction of adversarial
blocks is at least

t

n
− 2ε.

A selfish mining ttck.

• The dversry keeps on extending  privte chin.

• Whenever n honest prty finds  soltion, the (rshing) dver-
sry releses one block from the privte chin.

• f the privte chin is depleted the dversry retrns to the pb-
lic chin.
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Tightness of Chin Qlity

Theorem. There exists an adversary such that, with probability at
least 1 − e−Ω(ε

2ℓ) (ℓ = Ω(1/ε)), there will be ℓ consecutive blocks in
the chain of every honest party in which the fraction of adversarial
blocks is at least

t

n
− 2ε.

A selfish mining ttck.

• The dversry keeps on extending  privte chin.

• Whenever n honest prty finds  soltion, the (rshing) dver-
sry releses one block from the privte chin.

• f the privte chin is depleted the dversry retrns to the pb-
lic chin.

Assmption. Ties between chins of eql length lwys fvor
the dversry.
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Anlysis of the Selfish Mining Attck

• Consider  set S of t lest ℓ/(1 − ε)pn consective ronds.

− This implies X(S) ≤ ℓ (recll Chin-Growth Property).

• The nmber Z of dversril blocks is t lest t
n · ℓ.

• The nmber Z′ of orphned dversril blocks compted in S is
t most εℓ with high probbility.

− k dversril blocks my be orphned, only if n honest prty com-
ptes k + 1 seqentil blocks.

• The nmber Z′′ of dversril blocks not relesed in S is t most
ε2ℓ with high probbility.

− k dversril blocks re not relesed, only if no honest prty com-
pted  block in the mentime.

The rtio of dversril blocks is t lest

Z − Z′ − Z′′

X
≥

t

n
· ℓ− εℓ − ε2ℓ

ℓ
≥

t

n
− 2ε ⊓⊔
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Byzntine greement (consenss)

A set of prties {1, . . . , n}, t of which re controlled nd coordi-
nted by n dversry. Prties hve inpts 1, . . . , n ∈ {0,1} nd
wnt to decide on otpts 1, . . . , n so tht the following condi-
tions re stisfied.

• Agreement: All honest prties decide on the sme vle (i.e.,
if  nd j re honest, then  = j).

• Vlidity: f ll honest prties hve the sme inpt vle , then
ll honest prties decide  (i.e., if  is honest, then  = ).

• Termintion: All honest processes shold terminte.
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Byzntine greement (consenss)

A set of prties {1, . . . , n}, t of which re controlled nd coordi-
nted by n dversry. Prties hve inpts 1, . . . , n ∈ {0,1} nd
wnt to decide on otpts 1, . . . , n so tht the following condi-
tions re stisfied.

• Agreement: All honest prties decide on the sme vle (i.e.,
if  nd j re honest, then  = j).

• Vlidity: f ll honest prties hve the sme inpt vle , then
ll honest prties decide  (i.e., if  is honest, then  = ).

• Termintion: All honest processes shold terminte.

Remrk. Note that n here is the total number of parties.
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Byzntine Agreement: Fndmentl Reslts

• One of the clssicl problems in distribted compting,  vri-
nt of which ws first introdced in “Reching Agreement in the
Presence of Flts” [Pese-Shostk-Lmport 1980].

• Reqires n > 3t, nless cryptogrphy is sed [PSL].

• Even with cryptogrphic tools, t lest t + 1 ronds re needed
[Fischer-Lynch nd Dolev-Strong 1982].

• n n synchronos or nonymos network no deterministic
protocol exists [Fischer-Lynch-Pterson 1985]. Bt possible
with probbility 1 [Ben-Or 1983].

• Bit complexity is Ω(nt) [Dolev-Reischk 1985].

• Flly Polynomil: There exists  protocol for ll t < n

3
, tht termi-

ntes in t+1 ronds, nd both compttion nd commniction
re polynomil in n. [Gry, Moses, “Flly polynomil Byzn-
tine greement for n > 3t processors in t + 1 ronds.” 1998]
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Byzntine Agreement: Toy Proof

When 1 prty ot of n might be Byzntine, t lest 2 ronds re
needed.

• Upon receiving 00 . . .001, n honest prty shold otpt 0.

− Becse of vlidity, since prty pn cold be Byzntine.

• Upon receiving 00 . . .011, n honest prty shold otpt 0.

− Becse prty pn−1 cold be Byzntine, nd some prties might
hve received 00 . . .001 nd going to nswer 0.

• Upon receiving 00 . . .0111, n honest prty shold otpt 0.

− Becse prty pn−2 cold be Byzntine, nd some prties might
hve received 00 . . .011 nd going to nswer 0.

...

• Upon receiving 01 . . .111, n honest prty shold otpt 0.

Contrdiction! Becse the first prty cold be Byzntine.
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Consenss: t < n/2 necessry (even with crypto)

Proof. On inpt 0 . . .0,1 . . . ,1, where there re n/2 zeroes nd n/2
ones nd ll prties re honest, the protocol termintes in one of
the following three sttes.

A. All honest prties otpt 0.

B. All honest prties otpt 1.

C. Honest prties hve mixed otpts.

The dversry chooses  strtegy s follows.

• n cse A, he corrpts the first hlf of prties nd behves hon-
estly. Vlidity fils.

• n cse B, he corrpts the second hlf of prties nd behves
honestly. Vlidity fils.

• n cse C, he does not corrpt ny prty. Agreement fils.
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Consenss: t < n/3 necessry with delys

A(mte)

B(0) C(0)

Since B nd C hve 0 nd A might hve crshed,

t some time tA prties B nd C

shold terminte with 0.

A(1)

B(mte) C(1)

Since A nd C hve 1 nd B might hve crshed,

t some time tB prties A nd C

shold terminte with 1.

A(1)

B(0) C(∗)

Adversry C tlks to A s if he hs  1 nd to

B s if he hs  0. Menwhile, he holds messges

A↔B for tC > tA + tB ronds.
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Nkmoto’s insight

https://www.mail-archive.com/cryptography@metzdowd.com/msg09997.html
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in ev-
ery block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
diffse it).

3) Ech prty decides on the otpt eql to the mjority of the in-
pts recorded in the first k blocks.

Bitcoin Bckbone, Consenss, Vrible Difficlty 27/28



Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in ev-
ery block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
diffse it).

3) Ech prty decides on the otpt eql to the mjority of the in-
pts recorded in the first k blocks.

*

*
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Byzntine Agreement Protocol

Theorem [GKL2015]. Assuming t < n/3, the following protocol
terminates after Θ(k) rounds in expectation and solves consensus
with probability at least 1 − e−Ω(k).

1) Prties rn the Bitcoin protocol, ptting their own inpt-bit in ev-
ery block they compte.

2) When they obtin  chin with length ≥ 2k they hlt (fter they
diffse it).

3) Ech prty decides on the otpt eql to the mjority of the in-
pts recorded in the first k blocks.

k ≥ 2k

*
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Proof of Agreement nd Vlidity

• By the common-prefix property, if the dversry hs less thn
hlf of the totl compttionl power, Agreement is stisfied
with high probbility.

This is becse every honest prty will otpt the mjority of
the inpt-bits inclded in the common prefix of their (possibly
different) chins. (Consider the first time n honest prty hs 
chin of length t lest 2k.)
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Proof of Agreement nd Vlidity

• By the common-prefix property, if the dversry hs less thn
hlf of the totl compttionl power, Agreement is stisfied
with high probbility.

This is becse every honest prty will otpt the mjority of
the inpt-bits inclded in the common prefix of their (possibly
different) chins. (Consider the first time n honest prty hs 
chin of length t lest 2k.)

• By the chin-qlity property, if the dversry hs less thn
one third of the totl compttionl power, Vlidity is stisfied
with high probbility.

This is becse ot of the k bits of the common prefix, the d-
versry hs compted less thn hlf of them. Therefore, if ll
the honest prties hve the sme inpt , the mjority of the
bits in the common prefix will be .
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