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Hotstuff overview

Hotstuff [4] is a BFT consensus protocol that solves the State Machine
Replication problem. J

@ n (fixed) participants, f are faulty, n > 3f+ 1

@ Partially syncronous setting: at some time after an unknown Global
Stabiliziation Time, all messages are delivered after A time (unknown

to the protocol)

@ Protocol works in a succession of views (viewNumber =1,2,3,...),
each view has a leader

@ Leader communicates with replicas, replicas do not communicate with
each other
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Hotstuff Performance

@ Linear view change:
o Correct leader: O(n) communication per decision
o Worst case O(n?)

@ Optimistic responsiveness: If no faults, then O(d) time per decision,
where § is actual network delay

@ The costs for a new leader to drive the protocol to consensus is no
greater than that for the current leader.
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Cryptographic primitives & complexity measure

Cryptographic primitives
@ Threshold signatures
o Common public key & individual private keys
o A replica can sign a partial signature
o Leader can combine k signatures into one signature
o Any replica can verify that k distinct valid signatures were used
@ Collision resistant hash function

v,
Complexity measure

@ Total # of aggregated signatures
@ single signature = threshold signature = 1 message
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Protocol outline

@ Each replica stores a tree of pending commands as its local data
structure.

@ During the protocol, a monotonically growing branch becomes
committed.

@ 4 steps: PREPARE, PRE-cOMMIT, COMMIT, DECIDE

@ Quorum Certificate (QC): collection of n — f signatures (for some
phase)

@ In all phases, a replica waits for a message for a timeout period. If it

does not receive any message, it increments viewNumber and starts
the next view.
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The Hotstuff protocol |

@ PREPARE propose commands to run
o Leader selects a node to extend and creates a new node

o Replicas check if it is consistent for them (SAFENODE predicate), if it
is, they sign and send the signature

@ PRE-COMMIT inform that for n — f replicas commands are consistent
o If n— freplicas can accept, leader forms a QC and sends it to replicas

o Replicas hash the node, sign, and send signature to leader
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The Hotstuff protocol Il

o COMMIT inform that n — f replicas are informed
o If leader has received n — fsignatures, makes QC, sends it to replicas
o Replicas sign, send the signature and become locked on this QC

e DECIDE tell replicas to move to next view

o If leader has received n — f signatures, makes QC and sends it to
replicas

o Replicas execute the commands and proceed to next view
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Hotstuff communication diagram

1st phase 2nd phase 3rd phase
aggregate, aggregate, aggregate,
create cert create cert create cert
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Figure 1: Hotstuff 3-step protocol. Figure taken from [6].
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Node selection & SAFENODE predicate

Node selection by leader

Out of all the nodes that have a valid prepareQC, leader selects to extend
the one that has highest viewNumber.

SAFENODE predicate

A replica can accept a proposal if
@ proposal extends their locked node (safety), or
@ proposal extends a node whose prepareQC has a higher viewNumber
than locked@C (liveness).
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Safety & Liveness

@ Safety: Replicas do not commit conflicting nodes
(we require 2f+ 1 signatures)

@ Liveness: If all replicas remain in a view for enough time and the
leader is correct, a decision will be driven.
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Performance Comparison

Protocol Authenticator complexity Optimistic
Correct Leader | Leader Failure | Worst case | responsiveness
PBFT [1] O(n?) O(n3) O(fn3) yes
Tendermint[2]! O(n?) O(n?) O(fn?) no
Tendermint!? O(n) O(n) O(fn) no
Hotstuff O(n) O(n) O(fn) yes

Table 1: Performance comparison after GST, taken from [4].

'same performance for Casper[3]
2combining signatures to threshold signatures
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Further Reading

@ In Hotstuff paper [4]

o Chained Hotstuff

o pacemaker mechanism
@ Further reading:

e Tendermint [2]: 2-phase, linear, not responsive. Published before
Hotstuff.

o Jolteon [5]: 2 phase, optimistically linear (O(n?) for incorrect leader),
responsive.
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Chained Hotstuff
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Figure 2: Chained Hotstuff. A QC can serve in different purposes simultaneously.
Figure taken from [4].
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